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" A
Introduction

JeN

. Most programming languages are imperative

As time progresses, execution steps read and
destructively update the state

. This reflects the model of the underlying hardware

To which even declarative languages are compiled, so
state matters if we care about compiler correctness for
them too

Down at the bottom we just have a (finite, really) state
machine, whose behaviour is not terribly hard to specify

Our languages, models and logics are abstractions over
that machine

., 6R ZHGRQXDYHR GHDDM \KHPHVV\ GHWR DOXHWPH
. S0 we can vary the details of the messy details

l.e. SO we can say things that are independent of the details of the
messy details




State Is Scary

Want to be able to reason compositionally at high level,
at low level, and relate the two

Whenever state Is involved, compositional reasoning
gets tricky
State is implicit. In most languages any computation may read
and write store without advertising that fact in its interface/type
. 13 =13 does not always evaluate to true
Correctness usually depends on some parts of the state not
being modified (or only modified in certain ways) in some parts
RIWKBRJIJDP EXWDONDBRXSDWRIWKMWDVRHGHOLRLWL

SFHWDIAD\YV LQ ORJMBHY PRGHQY WULFN
. Aliasing: {[x]=3 " [y]=4} [y] := 5 {[x]=3 *[y]=5} ???

. 6HSDUDVQRITHFWYHIRV RZCHUME «

Single-threading of state means always paying attention to
ordering of computations and irreversibility of changes



=
State Is Scary (2)

S5HIHBIQFHY W 23 JHQHDWHYWR ZH QHHGVRIBVRQ DERXIMKOQHVYDQG
encapsulation (related to above)
Q.QACGQ RI1Q 1QY
¢.Q o.true
Mutable state increases the range of possible behaviours of programs
Storing functions allows recursion to be encoded and introduces recursive domain
equations in denotational semantics

Fragile: exactly which operations are allowed affects properties of language in

subtle ways
$ERHHTQGRHVQYROBQDAHVFDQ ENARUHG

State is a frequent source of bugs, warts, kludges and security holes in
languages and programs

Polymorphic generalization in ML

Initialization complexity and pervasive nulls

Covariant collections

Readonly fields containing read/writable collections

* HQHUDGRWUWEDOQWKIEHWKDUHG" KRYUHVSRAEE IRUNVKIPHP RUY OLIJKW

this still be null at this point?
Hard to parallelize or optimize and inhibits use of higher abstractions (e.g. LINQ)



" B
‘HTYH EHIQWU\LR YHW JULRQ
state for at least 50 years

. Program logics: Floyd and Hoare through to
VFSDUWIRORJID QG H\R(@5 «

. Denotational models: from Burstall (state as a
function from |-values to r-values) to parametric

ogical relations, indexed monads over functor

-DVHRUN FROCHEWDY JDPH VHPD QN Mk

. Fancy types and analyses: from Kildall (old-
school dataflow) to regions, capabilities, effect
systems, shape analysis, ownership, information
IOR DQDY L\




These lectures

. Relational reasoning about while programs
. Semantics of effect systems

. Semantics of a higher-order language with
dynamically allocated local state

. Specifying and verifying a low-level allocator

. Specifying and verifying type soundness for a
simple compiler




These lectures

, Key ideas
Separation
Independence
Encapsulation
Binary relations instead of unary predicates

Invariants: what stays the same instead of
what changes

Extensional rather than intensional reasoning



Analysis and

Transformations




S
AIms:

. Want to prove an analysis only infers true
properties of programs
Factor into

. soundness of declarative specification of analysis (e.g.
as type system or constraint system), and

. VRKO@HYV RI LBIUBH DDRWKRZUWSHEIEDNVIR, 00
Ignore this aspect entirely)

. Given the results of the analysis, want to prove
that original and transformed program are
observationally equivalent

Factor into

. soundness of declarative specification of which
transformations are valid, given analysis

., correctness of a transformation algorithm, which
possibly uses extra heuristic information (Ignored here)



What do analysis properties mean?

. Want to show = P:lI implies 2 P:l

, For simple properties, the meaning of I will be

some kind of set
Terms: 2 P:l Iff P2«l -

Denotations: «P-2 D, 4 =u D and then
2 P:l iff @P—=2d -

- But how to define & =?

., DD LM M-RPSXWDOEH . WAHKY RXUZRQW

be closed under observational equivalence
" P:l and P» 3EXW 31

 XW 13GHIUMHIVRI HHWHRER@OWIRUA




Compare: Syntactic approach to type
soundness

Show typeability behaves well wrt small-step transitions semantics
SUR , WNX\XDOWOLPSOH
Con: Everything else:

'R HWQITACSWXIZIKDWSHVmMean + purely syntactic

\W\VD FKIDW you have to modify the operational semantics you

first thought of to make things go wrong (get stuck) when policy
IS violated

Ties soundness to the inference system

Requires typing rules to be extended to all entities in the
operational semantics

Not so good for (in)dependency or transformations

'R H\QIWHOO IROWKBIRRIREOLIDWIDRR UFRGHZU \WQ@LQ
another language or that is trusted and unchecked

Everything done from scratch every time



Intensionality and instrumentation
In defining «d —

Analyses often described in a very intensional way
Does this function always evaluate its argument?

Has this variable been assigned to on any path from that
program point to this?

Such properties not modelled in standard semantics

Define instrumented semantics tracking extra information
Labelled reductions
Traces of reads and writes

SUR , WAMXVXDRADLUWLP3O
Con: Everything else



« B
Transformational semantics of
properties

. Wand: This work suggests that the proposition
associated with a program analysis can simply
EHWKW 3WRIBNLPDMRIQZRUNV 1

. Possibly rather syntactic, especially at coarse
grain

. Underinvestigated

. Work of Fihrmann and of Plotkin & Power suggests a possible
algebraic theory of effects and effect-ED/VHGNUNRBPBPDWLRQV«



Extensional semantics of properties

If P and f(P) are equivalent then this follows in a standard semantics
And the reason, 4 - why they are equivalent should be too

Intensional approach confuses particular analysis systems and the
semantics of the information they produce

True preconditions for transformations can be expressed perfectly
ZHO) VWD DQWLRFWKIERPPDQGGRHWRWKDQJHNKH
YDOXRI; <& HWHQILDQDOL\RQOGHMFWY VURQJHIINOVLRQDO
SRSHW\3SWKIERPPDQGFRQWDLQRDWLOHPHOQWVRILWKHBLK
'HJOWUWR PDNHd —~closed under contextual equivalence

This helps proofs, but also leads to more powerful and modular
analyses



" A
Intensional vs. extensional

reasoning
. Why Is the following valid?

X = 1 X =1,
Y= Y+l | mmE) |Y = YL
Z = X L = T,

Intensional answer

The only definition of X which reaches the use of X on
line 3 is the one on line 1, and the right hand side of
that definition does not contain any variable which is
assigned along the path consisting of lines 1 and 2

Extensional answer
Whenever X Is evaluated on the last line, its value is 7



Simplified view

Intensional;

Pl o= 2 Py

Tran\sformational:
P:l |
Extensional:
" Pl
" Pl =

2 P

I 2 P;| =

%7
e

P»

P>»

P»

P>»

t(P)

i(P)

t(P)

19 3
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Proving soundness of analysis-
based transformations

. Hundreds of papers on analysis algorithms
. Dozens proving correctness of analyses

. A handful proving correctness of
transformations

. KD WIWKBUEROHF'

It turns out to be amazingly difficult even to
specify interesting transformations

QWY R@OW\V WNBH/V LQVIHIBN ECOVZLWK
transformation
Have to take context seriously



"
Our approach: contextual
reasoning

. Interpret analysis properties as (special
Kinds of) binary relation, not as predicates

. Present analysis and transformation as
rules for deriving typed equations In

context
* M=0Y:A

. Completely standard approach in type
theory, categorical logic etc. but rare In
static analysis




While programs
, Standard syntax and denotational
semantics

S = V- Z
[E]] € S—7Z
[B] €¢ S— B
[C]] € S—§;




S
Dependency, Dead Code and
Constants (DDCC)

, Basetypes | ={chd ' ' w Tw
. qchip=1{(c,C)}
, < im={(X,X)] Xx2«\M}
, «T\in= AME QM
, Statetypes ) =-]) Xl
, «-1=5E S
, Q9 Xl m=«Q A”M66Y)] 6; 6f, 2«3
. Entallment - axiomatises inclusion u on base

and state types (depth+width subtyping)



=
DDCC Judgements

- Expressions™ E» (T )) |,
N 19j 8661 2«) =1 611 692« ..,
, Commands™> C» &7 )) )T
A1j 8667 2«) =16 11672«) %)

, Core rules:
Subtyping, symmetry, transitivity

Congruence rules for expressions including
relational abstract interpretations of primitive
operations

&RQUXTFHUXOM IRFRPPDQG/«



DDCC core rules for commands



" J
DDCC equations

Unit & associativity for sequential composition,
FRPPXWLEGRQYHVLRAU FRQEBLRQUORSXQURMI«

Equivalent branch
Dead assign

+ Constancy, known branches, dead while, divergence



Examples

, Constant folding, known branches, dead
code:

Z = X+1

if X=3 then X :=

else skip;

-

1:
0;
1;

| =
S =
P =
while

A

S
P -
|

Slicing:

N do (

n
s

P*I;
+1)

»

»

1) X{3},ZT ) ) ,XT,Z{8}

P =

1;

while I<

P .

N do (

P*;
1+1)

I T,S: T,P: T,N :'
)
I ".S: T,P:" N: '




" J
Smith/Volpano Security Types



" J
Smith/Volpano Security Types

. Translation into DDCC:
Lwy="w Hw=Tw
J E:V)V="E»E:J) V
J ClLyny = C»C:J) J
(J° CH.,,)= C»skip:J) J
. Theorem: If J derivable in S/V then J* derivable
iIn DDCC

, C satisfies strong sequential noninterference
(G/M) in context Jif 2 C» C.J?) J

. This Is the semantic property S/V really wanted
, DDCC marginally stronger



Relational Hoare Logic (RHL)

. Define state relations by boolean |
expressions over variables Xhli and X2

specifying which state they come from

. Axiomatize when a pair of commands map
a prerelation into a postrelation

. Not restricted to partial equivalence
relations

. Parameterized by system for deciding
entailment and PERness



" A
Core RHL rules

Plus prerelation strengthening, postrelation weakening and symmetry and
transitivity for PERs



"
RHL eqguations
., Basic equivalences as before
. Common Branch:
. Dead Assign:

~ + Converse versions
.+ Dead while, known branch



| hli=I R2i NhLi=Nr2i AYhlLi=Yr2i
1)
| I hli=I h2i "NhLi =Nh2i AYhlLi=YHi

XL =XM2i™ Yhli>2 * YR2i>2

Yhli>2  Yi>2

=
Examples
., Invariant hoisting:
while I<N do X :=Y+];
X = Y+1; > while I<N do
| .= [+X; | .= [+X;
, Dead code:
If X>3 then
Y = X > [ oL )
else Skip
Y = T




" B
Translating other logics/type
systems into RHL

. E.g. DDCC embeddable within RHL. DDCC
types are conjunctions of assertions of the form

XhLi=X2I and XhlLi=n * X2i=n

. Need to index by finite sets of variables to
translate ordinary Hoare logic

. Can soundly add squaring of valid total
correctness judgements to RHL

., Paper: translation of very naive system for
available expression analysis and removal of
redundant evaluation



Related work

XQFWLRGAVRJIJUDPAD QGYJURXS $PRIWD PLDQL
Giannini; Kobayashi; Benton & Kennedy

Temporal logic: Lacey, Jones, Van Wyk & Frederikson;
Lerner, Millstein & Chambers

Relations: Hunt & Sands, Sabelfeld & Sands, Bannerjee
& Naumann; Abadi, Bannerjee, Heintze & Riecke

Credible compilation: Rinard & Marinov

Translation validation: Zuck, Pnueli, Fang & Goldberg;
Necula

Kleene algebra: Kozen & Patron
Relations and Hoare logic: Yang
Logic of relations: Abadi, Cardelli & Curien



"
Summary

. Proving the correctness of such simple analysis-
based transformations should be simple. It is.

NoO rocket science

- To relate to classical stuff, need to reformulate
on unstructured flowgraphs

. Need to say something about actual analysis
and transformation algorithms

Sensible place to start: Lacey, Jones, Van WYyKk,
Frederikson



Extensional

Semantics of a Simple
Effect System

Joint work with Andrew
Kennedy, Martin Hofmann &
Lennart Beringer



Reading and writing

When is this equivalence valid?

C;if Bthen C, else C,
H
If Bthen {C;C, }else{C; C,}

$QVZHJ Z KH@6Y BIDE DUIGLVMRLRP &V ZULWHV

‘HTUHLQVHUH®GAeffect systems that can validate
equations such as this. Specifically, we want to study
their semantics.



Effect systems

Effect systems (Gifford & Lucassen) associate to

every term an approximation of its effect, such
as

Reading from a location in the store

Writing to a location in the store

Throwing an exception

Performing 1/O

Allocating an object or ref cell

Diverging
Effect information can be used to justify
transformations e.g. in optimizing compilers.



"
Extensional interpretation of effects

What does it actually mean WR QRWBGRU QRW U WHBVWWYLPSOH

a store consisting of just 2 integer locations. Let f be the denotation of
acommandi.e.f2 ZEZo ZEZ.

Suppose C does not write to the first location.
Extensionally: there is some g : ZE Zo Z such that f(x,y) = (x,9(X,y))

Suppose C does not read or write the first location.
Extensionally: there is some g : Zo Z such that f(x,y) = (x,g9(y))

Suppose C does not read from the first location.
Extensionally: there is some h : Zo B, g,,9, : Zo Z such that

f(x,y) = (h(y) ? x : g1(y), 92(¥))



"
Relations

TKH3ERHWRWBGHIHAAM.Q SDUWILFZDIED OMBIOWUWWFDVR
capture. But move to a relational interpretation, and we have a much

slicker characterization of reading and writing. _
' = diagonal relation , £ and o usual constructions on relations

f: R shorthand for (f,f) 2 R

C does not write to the first location:
S8Ru'.f:RE'oc RE'.
C does not read or write the first location:
8R.f:RE'0 RE'.

C does not read from the first location:
8RY'.f:RE'0 RE'.



o
Framework
Base semantics

Base type system (sets and functions)
* O MA ,=:>(ék‘ MA_l

/\

SHUBHV WR 3LQGDIR@GRI’

V

4‘MX |=:>«4-\MX_|

Refined type system Refined semantics

(effect annotation, (partial equivalence relations
subtyping) over base semantics)



Base language

Types A;B = wunit jint jbool  AEBjA! TB
i = X1 A1 iiiiXn S Ap
. lerms
VW = (Ojnjbj(VVW)] X :AM|JV+W %V ]

M;N val Vjlet Xx( Min NjJVW

jif Vthen M else N jread | write (";V)



" S
Selected typing rules

i Vi:A | V:B i V:ALE£ A
i~ (Vi;V2) tAEB i YV A
i XA M:TB i Vi:A! TB | VWA
i X:AM:A! TB i  Vi\Vo:TB
i VA i M :TA j:x:A N:TB
i val V:TA i let x( MinN:TB

i V:bool i M:TA § N:TA
i If Vthen M else N : TA

iV :int
i read(’):Tint i write (7;V) : Tunit




Base semantics

. Our language is simple: no recursion, no
recursive types, global store of integer locations

- Obvious semantics In sets and functions:

S = Locs! Z
unit] = 1
[int] = Z
[bool] = B
[A£B] = [A]£ [B]
[A!'! TB] = [A]' [TB]

[TA] = S! S£[A]



Refined types and subtyping

. TYypes
X;¥Y = unit jint jbool [ XEY |X! T.Y
£ = >f12X1;ZIZ;XnZXn
U fr-;wg
2L
. Subtyping
X-Y Y- Z X . X% vy. Yo
X X X . Z XE£Y - - X YO
X% X T.Y . TwoYO "u"? x . X9

(X! TY)- (X1 TwoY9 T-X « TeoX?©



" S
Selected typing rules for refined types

£:x: X M:TY £ Vi: X! T.Y £ VW:X
£ x:UX)M: X! T.Y £ ViV TY
£ V:X £ " M :T-X E£:x:X N :TwoY
£ val V:T.X £ let x( Min N : T.woY

£ V:bool £ M :T-X £ N :T-X
£ if Vthen M else N : T-X

£V :int
£ read(‘) :Tfr\g(int ) £ ° write (\;V) :wag(unit )

£ V:X X - XO £°M:ToX T.X - TeoX?
£V :X0 £ M :TwoX?©




Erasure

. Define a map U from refined type to underlying
base type.

U(int ) = int
U(bool) = bool
U(unit ) = unit

UX £Y)= UX)E U(Y)
UX! T-Y)=UX)! UTY)
U(T-X) = T(U(X))

, Easy results:
If X - Y then U(X) = U(Y)
If£° V:X then UE) " V:UX)



Embedding base into refined

. Define map G from base types to refined types that adds
WKHARS DOQRWDWIWARRPSXNVDWMBEV

G(int )
G(bool)
G(unit )

G(A £ B)
G(A! TB)

, Easy result:

INt

bool

unit

G(A) £ G(B)

G(A) ! Tir.wgG(B)

Ifi  V:AthenG(j) V:G(A)



Goal

Use the semantics to validate equivalences at particular
types. E.g. effect-independent:

£ M:T Y E£;y:Y N:T X E£;x:X P:T.. Z
let x( (let y( Min N)in P T a7
=let y( Minlet x( Nin P - "il72l"s

E.g. effect-dependent:
£ M :T.X E£;x:X;y:X N :Two¥Y
rds(") \ wrg(") = ;

let x( Minlet y( Min N

= let x( M in N[x=y] T



"
Relational semantics of effects

For a simple type A, the meaning «A-was a set.

For a refined type X, the meaning «X-is a subset of the
underlying set «J(X)-together with a coarser notion of

equality.
That Is: a partial equivalence relation on «J(X)—-(a

symmetric, transitive relation).

Roughly speaking:
(x,X) iIn «X= 3SVHPDQWLFDO&@haves as type X’

(x,y) in «X= 3SVHPDQWLFDO®¥quivalent to y at type X



" JEEE—
Semantics of refined types, on one slide
X1 » [UX)IE [UX)]

[int ] =
[bool] =
[unit ] =
[X£Y] = [X]£I[Y]
X! TY] = [XI! [TY]
[T-X] = R! RE [X]
R2R-
R:iRe B P(SE S)
R- = R
e2"
R, = fRj8(s;s)2R;s =sg
Ry = fRj8(s;s92R;8n2Z:(s[V n;sT 7 n]) 2 Rg



Effect-respecting relations

[T-X]=  R! RE£[X]
R2R-

. Computations are related if they produce
related results and preserve all state
relations R that respect H

. We say R respects reads frov[R 2 R, J
(s:sh2R) s(l) = s
. We say R respects writes to[R 2 R, ]
(s:92R) 82 2Z:(s[ =x;sT =x]) 2R
. We say R respects Hif it respects each
effectein H RZE{..:‘ R. }

e2 n
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Results

Soundness of subtyping: If X - Y then [X]p [Y]

Fundamental theorem:

If£° VX (%Y 2 [E]
then (U(E) > V : UX)]% [UE) " V : UX)T¥) 2 [X]:

Meaning of top effect: [G(A)] = € [a-

Equivalences

Effect-independent: congruence rules, E, K
rules, commuting conversions

Effect-dependent:. dead computation, duplicated
computation, commuting computations, pure
lambda hoist

Reasoning Iis quite intricate, involving
construction of specific effect-respecting
relations. See paper!



Effect-dependent equivalences (1)

Dead Computation:
£ M :T-X £ N :TwY

- : x8 £;wrs(") = ;
£ let X( Min N =N :TwoY

Duplicated Computation:
£ M :T-X E£;x:X;¥y:X N :Two¥Y

let x( Minlet y( Min N
= let x( M in N[x=y]

rds(") \ wrs(") = ;

£ LT woY



Effect-dependent equivalences (2)

Commuting Computations:

£ MiiT, X1 £ Ma:iT, Xz £;X1:X1ixz: Xz N :Tooy FdSC)} wrs(s) =
wrs("1) \ rds("z) = ;
["OY WrS("]_)\ WI"S("2) =,

£ let x1( Mainlet xp( Mzin N =
= et X2( I\/I2inlet X]_( Mlin N 1l
Pure Lambda Hoist:

£°M:TyZ £;x:X;y:Z° N:TY

val (, x:UX):let y( Min N)
= let y( Minval (,x:U(X):N)

£° T (X1 TY)

7KV3FXUWUY LVRRUKNP IR®RZV IURPOBEGD-hoist and £Krules:

XEY! T.Z 2 X! T(Y! T-2Z)



Other applications

General approach + defining semantics of refined types by relations
over semantics of base types z transfers to other effects.

36HPDQWLFVIR (Il HFSODOVLVRY[ FHSVLRQ% %XFKORVN\
7"

Here, the effect is directly observable and the definition of relations is

REYLRV 1HYHUW&VVWKHUIQHFHVVD\ D SUHGFViBased semantics
IS unable to validate non-trivial equivalences.

[T Al= (IA1+ B)-

[¢ " T-X CTA] =
f(dnlme dnim%)j(mmY 2 [¢ ° X CA] ¢
[ f(dnrEednrEejE2[¢ "] g
[ f(?:?)1?2[¢  "]'g
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Further directions

Recursion

Relations over domains instead of sets,
unproblematic in absence of dynamic allocation

Dynamic allocation and regions

runST-style encapsulation + its semantic analogue
(e.g. purity of memoize function)

6HH33'3 § SD$HU
Higher-typed store
Much more challenging = work in progress



Dynamic Allocation

and Local State

Joint work with Benjamin
Leperchey



Build on

. Pitts and Stark
, Reddy and Yang
~ Shinwell and Pitts

. OH\HU 6LHEHU 2+HDQ5H\QRGV
7HOQH@20H Vi«



" dEEENE
Types and terms



" JEEEmE
Type Rules



'__—
Continuation terms






letvalr=ref 0O In
fn()=>r:=1r+1; Ir
end

letvalrl =ref O In
fn()=>r:=1r-1; -('r)
end



letvalr=ref0

vals =ref 1

in M
letvals=refl
valr=ref0

In M



FM cpos

. Pitts, Gabbay, Shinwell
, GRWKLD WKERDU¢s




" e
Semantics of types



3 __
Semantics of terms




"
Soundness and Adequacy



" B
Semantic (in)equivalences



A Parametric Logical Relation

. Partially ordered set of parameters p
. Parameter-indexed relations

~ Show denotation of each term related to itself

, Corollary: terms with related denotations are
contextually equivalent



Accessibility maps

. BXSSRIW WXBQV QRYR KHOS GHILD3WK DUW
RIWKMVRLDERVZKLK D BIOWRQGHSHQ®'




"
Accessibility maps from state types



" _
Finitary state relations



'__—
Parameters



" R
Logical Relation



" S
Why?

~ Fundamental Lemma:

, Soundness of relational reasoning:



S
Examples

. The garbage collection rule from earlier
. All the Meyer-Sieber examples, e.g

always diverges.



Examples

., Pointers between hidden and visible parts:

. Some very artificial encodings of crypto a la
Sumii and Pierce



" SN
Non-examples /



Further work

, See Lars Birkedal and Nina Bohr,
S5HOWKRIbHDVROQOQJRWHFXUVLYH
/\SHV D@ 5HHUBFHV$3/$6  IRU
extension to higher-typed store and
recursive types.

. ILOOWWVHVLVRHVIXUWKHPparametric
polymorphism and refinements to
parameters to rule out snapback etc.



