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How to approach?

Appr oach:

— In our nodel terrorist can
destroy parts of our
| nfrastructure (mcro or
macro) w thout specifylng
how.

March 8, 2006 [] Yvo Desmedt




Usi ng an Al nodel

he econom cs of the
eneny

DI scussi on and extensl ons
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Using an Al model

Problens wmth the comuni cati on
nodel :

net wor k nodel :

t oo honbgeneous: conputers do not play
simlar roles: good only for
theoretical results
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Using an Al model

Net wor k graph: reliable
conmmuni cat | on

NN

Information : can go
viaP, or P, or P,
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Using an Al model

Problens wmth the comuni cati on
nodel :

net wor k nodel :

certain distributed conputation (e.g.
transactions require that all sub-
transacti ons have taken place: well
known I n nechani cal worl d.

Mechani cal worl d uses PERT graph
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Using an Al model

PERT graph (Program Evaluation and Review
Technigue): Directed acyclic graph

for car/truck manufacturing system
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Using an Al model
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Using an Al model

| npact goes beyond conputers. So we
need to have a nodel that Integrates
mechani cal and conputer worl d.
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Using an Al model

AND/ OR graphs as a nodel for
di stri buted conputation

—ANDY OR graphs: acyclic directed
graph: vertices | abeled: AND or OR
— AND:
PERT aspect, i.e. nultiple I nputs
- OR
net wor k aspect
r edundancy

—allow to Iintegrate conputer and
nechani cal aspects
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Using an Al model

Secure distributed computation needs a different model

Thearplane snext postionP'=P S T 1/2a T?
- P : current position

- S speed

a . acceleration, herea=20 With teduhdanhcy

Y i1hool vedundancy

P
L
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Wang-Desmedt-Burmester use an Al concept :

WY \T\Z /\l:
| o

avertex Is: a sensor, or aprocess, or a dedicated computer

AND-vertex OR-vertex

O
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Using an Al model

® D sadvant age of AND/ OR
gr aph:
== DECIAING Whether a given graph is k-
connected is in P,

— however equivalent problem in AND/OR graph
IS NP-complete.
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Using an Al model
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Using an Al model

e Addi ng I npact factor

flow: Preliminary question:
AND/OR graph G,
capacity function
positive integer z

. Is there a flow f (additive) such
that the flow at the output is at least z?

Is already for the case z=1.
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Using an Al model

e Addi ng I npact factor:

flow: critical vertices:

— Set U, |U|<k: removed from graph (no
Input/output vertices)

—for all U’, |U’|<k:
maximal flow, =< maximal flow,,
. AND/OR graph G, capacity
function, set U
. Is U critical?

IS and L 1s not in NP and not In
0-NP (if P Is different from NP).
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Using an Al model

e Addi ng I npact factor:

flow: below critical flow:

: AND/OR graph G, capacity
function, integers k and p.

: Does there exists a vertex set
U such that:

U] <k
maximal flow, < p

IS ,and L 1s notin NP and not In
co-NP (if P is different from NP).
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The economics of the enemy

| nt roduct1 on:

- Seenms hard to nobdel since different
opponents have different goals:
war: underm ne econony, mlitary out put

terrorist: visible targets or targets wth

| ar ge 1 npact

hacker: e.g. show that a systemis iInsecure
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The economics of the enemy

| nt roduct1 on:

- Assune the eneny has a budget B. not
necessarily expressed in $.

- Optimzation of the attack: may be, may

be not
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The economics of the enemy

Feasi bl e attacks?
— Analysis of the threshold Byzantine model

Breaking Into:

any k machi nes: feasible

any k+1 machi nes: | nf easi bl e
First econom c nodel :

—uni form (sanme price to attack any
machine), inplies that the cost iIs
| I near.
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The economics of the enemy

too |1 near:

—cost to break into k conputers iIs
not kK * cost to break i nto one, due
t O:

aut onat ed attacks
aval lability of attack on WWW
sane platform

not honbgeneous:

—sonme conputers are better protected
t han ot hers
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The economics of the enemy

—~Afirst alternative:
To each subset S of the nodes we assign
CS,E

as the cost of the eneny E to break into all
nodes in S.

Still Byzantine iff:

- for each subset S of at nobst k nodes:
Cse =< B

- for each subset S of k+1 nodes or nore:
CS,E> BE

call this the Byzantine cost assunpti on.
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The economics of the enemy

— A more realistic model:
Eneny can attack nodes and | i nks
S: a subset of these

To each subset corresponds a cost:

CS,E
Eneny can attack 1ff cg.=< B

Thi s defines an adversary structure of

t he eneny: Gammma.
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The economics of the enemy

—Dffirculties:
Too many subset s!
How to estimate the costs?

— Possi bl e sol uti on:

cost of attacking mtl nachi nes usi ng
t he sane operating system (platform

cost of attacking m nmachi nes using the
sane operating system (platform.

—Stability?
4
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The economics of the enemy

| nt roducti1 on
Feasl bl e attacks?

Optim zing the attack

The eneny can attack any subset of
conputers/links in Ganma.

Good vi ewpol nt for hacker, not for
terrorists and 1 nformati on
war f ar e.
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The economics of the enemy

Optim zing the attack

—for an application “a” several

conputers/lin

Natural to ta

_Maxi mum fl ow

Ks T, are I nvol ved.

k about a flow f..

capacity: C.

—attacking different flow units has

a different Inpact. So we have an

| npact factor
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The economics of the enemy

Optim zing the attack

Total 1 npact of the application:

f*l, This gives:

.-
— a weighted total flow F (warni ng
not necessarily linear), and

— a weighted total capacity C
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The economics of the enemy

Optim zing the attack

Bl G QUESTI ON: whi ch nodes/ |1 nks are
the nost optimal for the eneny to
t ake over?
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The economics of the enemy

Optim zing the attack

—When eneny takes over a set S in
Ganmma the weighted total capacity

IS reduced fromC to GCs

—Eneny wll choose S such that:
CIs mninml, or

G < G, (Wnning strategy)
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The economics of the enemy

—Anal ysis of the Byzanti ne case
under :

Byzanti ne cost assunption

each unit of flow has the sane i npact

when optim zed gives:. eneny shoul d

attack k di sjolnt paths.
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The economics of the designer

G ven (at | east):

— B,: budget of designer

—~ G, mninmumrequi red wei ghted total
capacity

—F;: maximumtol erabl e i npact fl ow
reducti on

— B:.: budget of the eneny

—ot hers: mal nt enance, user
friendll ness, etc.
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The economics of the designer

Question: design a graph G of
conmput ers:

—cost(Q =< B;
—total 1npact capacity >= G
—the eneny cannot w n

| f possi bl e: designer won, else
the eneny wll.
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The economics of the designer

Not e:
— This is very general!

—\We need a rel ati on between the
cost of setting up conmputer and
the cost to attack, etc.
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Discussion and extensions

Byzantine nodel had its tine

Qur nodel s can be |1 nproved by
| ncl udi ng:
control theory aspects, such as:

— tinme paraneters, e.qQ..:
bet ween attack and detection of attack
tine to recover froman attack

tinmne of no return
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Discussion and extensions

—tinme survivability condition:
(time to repair the system +
(tinme to detect an attack)
<
(the tinme of no return) +

(the tine the stock wll |ast)
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Discussion and extensions

| npact

Byzanti ne nodel i nplies expensive

redundant hardware. However, |f

the cost to attack a node I s
prohi bitive: no redundancy Is
needed.
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