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Grand Plan 

• Lecture 1 
– Introduction and applications 

– Defining “secure computation” 

– The simplest 2PC protocol ever 

– Overview of 2PC techniques 

• Lecture 2 
– Protocols in the preprocessing model: BeDOZa, TinyOT, SPeeDZ, 

(MiniMACs) 

• Lecture 3 
– Oblivious transfer, protocols and extension 

• Lecture 4 
– Putting things together, recent results 
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Lecture 1 

• Introduction and applications 

• Defining ”secure computation”, Part 1 

• The simplest 2PC protocol ever 

• Defining ”secure computation”, Part 2 

• Overview of 2PC techniques 
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Introduction, Applications 
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Online Poker 
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2♠, 5♠ ,2♥,5 ♥,J♦ 

Q♠,Q♣,7♣,3♥,2♦ 

10 ♠,9♣, 8♣,7♦,6♦ 

3♠, 4♠,7♥,Q ♦,10♦ 



Poker with Pirates 

6 

2♠, 5♠ ,2♥,5 ♥,J♦ 

Q♠,Q♣,7♣,3♥,2♦, 

10 ♠,9♣, 8♣,7♦,6♦ 

A♠,A♣,A♥,A♦,K♦ 



Secure Computation 
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Q♠,Q♣,7♣,3♥,2♦, 

2♠, 5♠ ,2♥,5 ♥,J♦ 

3♠, 4♠,7♥,Q ♦,10♦ 

10 ♠,9♣, 8♣,7♦,6♦ 



Hospitals and Insurances 
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 Problem: Sick people forget 

to claim their insurance money 

 

 Solution: Insurances and 

hospitals could periodically 

compare their data to find 

and help these people 

 

 Privacy Issue: insurance and 

medical records are sensitive 

data! No other information 

than what is strictly necessary 

must be disclosed! 

 

 

 

 



MPC Goes Live (2008) 

Bogetoft et al.  

“Multiparty Computation Goes Live” 

• January 2008 

• Problem: determine market price  

of sugar beets contracts 

• 1200 farmers 

• Computation: 30 minutes 

• Weak security  

– Passive adversary 

– Honest majority 
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Sharemind 

• Benchmarking  

– ICT Companies, 

– Public sector 

• Satellite collisions 

• … 

• Weak security  

– Passive adversary 

– Honest majority 
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MPC in PRACTICE 

• Partisia: Secure auctions 

• Dyadic Security: Server breach mitigation 

• Sharemind: Benchmarking, satellite collision 

• SAP: Private smart-metering 

• IBM: Secure cloud computing 
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Secure Computation (Yao ‘82)   

• Privacy 

• Correctness 

• Input Independence 

• … 
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Defining  

”secure” and ”computation” (part 1) 
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What is computation? 

• “Alice and Bob want to compute f(x,y)” 

• How to represent f? 

– Truth tables 

– Circuits 

• Boolean (AND, XOR, NOT) 

• Arithmetic (addition and multiplication modulo N>2) 

– Turing Machines 

– RAM program 

– … 

• (also, PFE = 2PC modulo efficiency)  
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10-15 years ago protocols for 
specific functions were trendy, 
now the most research is for 

general purpose 



How can we define “knowledge”? 

 

 

• Privacy intuitively means: the other party does 

not learn anything about my input (except for what 

is leaked by the output) 

 

• But how do we quantify what the adv. learns? 
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When do you know something? 

 

• Let’s make a bet! 

 

• ”I know x if I can compute it in polynomial time 

(from what I already know)” 

 

 If f(x) can be computed efficiently, then  f(x)

 does not give you any ”extra” information 

 about x. 
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What is a “secure”  

computation protocol? 

 

• Intuitively: the attacker cannot break the protocol 

– Learn the honest party input 

– Make the honest party output the “wrong” output 

– … 

• Problem: how can you test all attacks? 

– Security is a property that cannot be checked 

empirically (unlike e.g., performances). 
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How not to do it… 

• List all desired properties 

– Privacy, 

– Correctness 

– … 

– Input independence 

– … 

• How do I know if the list is complete? 

– We use a different approach, the simulation 

paradigm 
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Defining Security 
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Ideal 
world 

Defining Security 
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Cryptographic Security 

• For every Adversary         in the real world there 

exist a Simulator           in the ideal world  such 

that the output of the Adversary and the output of 

the Simulator are indististinguishable* 

 

• In other words, the real protocol is as secure as the 

ideal world 

• *Indistinguishable “the distributions are close” 
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The simplest 2PC protocol ever 
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“The simplest 2PC protocol ever” 

23 

(𝑟𝐴, 𝑟𝐵) ← 𝐷 
 

rA 
rB 

x 
y 

f(x,y) 



“The simplest 2PC protocol ever” OTTT 

(Preprocessing phase) 

1) Write the truth table of the function F  

    you want to compute 

0 1 2 3 

0 3 2 2 2 

1 3 0 0 4 

2 1 0 0 4 

3 1 1 4 4 

y 

x 
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“The simplest 2PC protocol ever” OTTT 

(Preprocessing phase) 

2) Pick random (r, s), rotate rows and columns 

0 1 2 3 

0 1 4 4 1 

1 2 2 2 3 

2 0 0 4 3 

3 0 0 4 1 

s=3 

r=1 
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“The simplest 2PC protocol ever” OTTT 

(Preprocessing phase) 

3) Secret share the truth table i.e., 

  

  

 Pick                          at random, and let   

1 4 4 1 

2 2 2 3 

0 0 4 3 

0 0 4 1 

= - 

M1 

M1 M2 
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“The simplest 2PC protocol ever” OTTT 

(Online phase) 

u = x + r 

v = y + s 

M1 , r M2 , s 

M2[u,v] 

output f(x,y) = M1[u,v] + M2[u,v] 
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“The simplest 2PC protocol ever” OTTT 

(Online phase) 

u = x + r 

v = y + s 

M1 , r M2 , s 

M2[u,v] 

output f(x,y) = M1[u,v] + M2[u,v] 

“Privacy”:  
inputs masked 

w/uniform 
random values 
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Correctness: by 
construction 



Defining Security 

x’ y’ 

z 

Ideal 
world 

f(x,y) 

x 

z 

y 

• Passive security: 

– Ideal world parties follow the protocol (i.e., use their 

inputs) 

• Active security: 

– Ideal world parties are allowed to change their input. 



“The simplest 2PC protocol ever” OTTT 

• Optimal communication and computation 

complexity  

 

• If input domain is large, huge storage 

complexity  

 

Represent function using circuit  

 instead of truth table! 
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Circuit based computation 

31 

x5 y5 

x4 y4 

x3 y3 

x2 y2 

x1 y1 

z z 



Circuit Evaluation 

(Online phase) 

1) Input phase: Alice has input x, chooses 
random xB and send it to Bob, set xA=x+xB 

 

      (symmetric for Bob) 

         

        We write [x] for short. 
 

Alice only sends a random bit! ”Clearly” secure 

  



Circuit Evaluation 

(Online phase) 

1) Input phase: Alice has input x, chooses random 
xB and send it to Bob, set xA=x+xB 
      (symmetric for Bob) 

                We write [x] for short. 

Alice only sends a random bit! ”Clearly” secure 

2) Output phase: Alice should learn a value [z] 

 Bob sends zB 

 Alice outputs z=zA+zB 

Alice should learn z anyway! ”Clearly” secure 
 

 

 



Circuit Evaluation 

(Online phase) 

2)  Addition: to compute [z]=[x+y] 

– Alice computes zA = xA + yA 

– Bob computes zB = xB + yB 

 

– In other words, [z]=[x] + [y] 

 

No interaction! ”Clearly” secure 
As expensive as a local addition! 

 

 



Circuit Evaluation 

(Online phase) 

3) Multiplication?   

 How to compute [z]=[xy] ? 

 Alice/Bob need to get zA,zB s.t. zA + zB = xy 

  

• This is a ”small” function, use OTTT 
1) Alice has input xA,yA 

2) Bob has input xB,yB,zB (with random zB) 

3) Fill the truth table (6 bits + 2/3 per party!) with 

                                (xA + xB)(yA + yB) + zB 

 

 

 

 



Recap 

• We have seen two simple protocols  

”in the preprocessing model” 

– One Time-Truth Table 

• Storage exp(input size)  

• Communication O(input size)  

• 1 round  

– GMW 

• Storage O(number of AND gates)  

• Communication O(number of AND gates) 

• #rounds O(depth of the circuit) 
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Modeling the adversary 
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Modeling the Adversary 

• Level of corruption: 

– Passive: (or semi-honest, honest-but-curious) the adversary 
follows the protocol, then tries to “decrypt” everything he 
sees. 

– Covert: if the adversary cheats, he should be exposed with 
probability 90%. 

– Active: (or malicious, byzantine) the adversary can cheat 
arbitrarily 

• Number of corruptions:  

– Honest majority: # corrupted parties <cn (c constant) 

– Dishonest majority: # corrupted parties = n-1 
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Modeling the Adversary 

• When are parties corrupted: 

– Static adv.: before the protocol starts 

– Adaptive adv.: during the protocol (possibly based on 

the transcript) 

• How powerful is the adversary 

– Efficient: we only guarantee security against 

adversary with poly time/memory 

– Unbounded: the adversary has unlimited resources. 
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Modeling the Network 

• Available channels 

– Secure and authenticated channels? 

– Synchronous, asynchrnous? 

– Broadcast? 

– (almost irrelevant in the 2 party case) 

• Concurrent security 

– Stand alone 

– Composable 
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Secure Computation 

41 

x y 

z z 
f(x,y) 



Secure Computation 
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yU8em0vq 

u5rTooSd 

4M9ox4vA 

• UC security, great! Composition theorem! Modular proofs! 

• However, UC is impossible without setup… 



Things we do not worry about 

• Privacy: 

– We only say our protocol is as secure as the ideal 

world. But how secure is the ideal world? 

• Input-size: 

– Unless explicitely mentioned, all protocols leak the size 

of the inputs. 

• Termination/Fairness: 

– (Actively) Corrupted parties can always make the 

protocol abort (even after they learned the output). 
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Overview of 2PC techniques 
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Overview of 2PC Techniques 

1. Unconditional 2PC is impossible. 

2. Use semi-trusted helper for unconditional 2PC 

(OTTT, GMW) 

3. Computational 2PC from oblivious transfer  

4. Garbled circuits (constant round 2PC) 

5. Fully-homomorphic encryption, (NI2PC) 

6. Obfuscation 
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More efficient Less efficient 

OTP >> SKE >> PKE >> FHE >> Obfuscation 

The Crypto Toolbox 
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Weaker assumption Stronger assumption 



Oblivious Transfer 
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OT 

σ m0, m1 

mσ 

 



OT Based Computation 
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OT 

a b,c 

d = ab ⊕ c 

 



OT Based Computation 
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OT 

a b,c 

d 

OT 

d  … 

… 



Garbled Circuits 

Ev 

De Gb 

En 

f 

x 

[F] 

e 

d 

[X] [Z] 

z 

Correct if z=f(x) 

Values in a box 

are “garbled” 



OT 

[Fy] 

x 
e 

[X] 

[Z] 

([Fy],e,d)  

        Gb( f(·,y) ) 

 

zDe([Z],d) 

[Z]Ev([Fy],[X]) 

2PC from GC (Yao’s protocol) 

Alice Bob 



Fully Homomorphic Encryption 

• Fully Homomorphic Encryption    

 𝐺, 𝐸, 𝐷, 𝐸𝑣𝑎𝑙  

 

– Correctness:  

𝐷𝑠𝑘(𝐸𝑣𝑎𝑙𝑝𝑘 𝑓, 𝐸𝑝𝑘 𝑥  = 𝑓(𝑥) 

 

– Circuit privacy: 

𝐸𝑣𝑎𝑙𝑝𝑘 𝑓, 𝐸𝑝𝑘 𝑥  ≈ 𝐸𝑝𝑘(𝑓 𝑥 ) 



2PC from FHE 
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Alice Bob 

pk, C 

C’ 

(pk, sk)  G 

C  E(pk,x) 

f(x,y) = D(sk,C’) 

C’ 

Eval(pk, f(·,y) , C) 



Obfuscation 

• A circuit obfuscator takes as input a circuit C and 
output an obfuscated version C*  Obf(C) s.t. 

– C(x) = C*(x) on all x 

– Runtime of C* = poly(runtime of C) 

– Virtual black box Obfuscation 

• Anything that can be learned by C* can be learned given 
oracle access to C 

– Indistinguishability obfuscation 

• If C0(x)=C1(x) for all x, then no adversary  
can guess b when given C*  Obf(Cb) 
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Recap 

• Defining what secure computation means is tricky! 

• There are very simple and efficient passive 

secure protocols in the presence of a trusted 

helper 

• There are many different techniques for 2PC. 

Tradeoff between communication/number of 

rounds and computation. Less interaction (tipically) 

requires more computational overhead and stronger 

assumption. 
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Exercise 1: Understanding the 

definitions 

• Secure XOR protocol 

– Alice input x, Bob input y 

– Alice outputs x XOR y 

– Design secure protocol vs passive/active adversaries 

• Secure AND prtocol 

– Alice input x, Bob input y 

– Alice outputs x AND y 

– (There is no secure protocol vs passive adv.) 

– Design secure protocol vs. active adv. 
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Exercise 2: Efficiency of Crypto 

Primitives 

• On http://www.keylength.com/ find the 

recommended key sizes for RSA, elliptic curves and 

symmetric crypto if you want your data to be 

secure for 20 years. Run openssl speed on 

your machine to evaluate the performances of 

those algorithms with those parameters 

(approximately). 
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Exercise 3: Secure Multiplication 

• You can build a OTTT for the functionality 

SHARED-AND( (xA,yA) , (xB,yB,zB) )  

– Output zA = (xA+xB)(yA+yB)+zB 

   with 8/9 bits of preprocessing for A/B.  

 

• How much can you optimize it?  

(hint, the best you can do is 3bits per party). 

58 


