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Major Incidents in Information Flow Security

» Heartbleed 4 5M patient records leaked

if (1 + 2 + payload + 16 > s->s3->rrec.len
return O;
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Major Incidents in Information Flow Security

» Heartbleed 4 5M patient records leaked

if (1 + 2 + payload + 16 > s->s3->rrec.length)
return O;

» Goto fail encryption of > 300M devices broken

if ((err = SSLHashSHA1l.update(&hashCtx, &signedParams)) != 0)
goto fail;
goto fail;

» Shellshock web servers attackable for 22 years

parse_and_execute (temp_string, name, SEVAL_NONINT | SEVAL
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Embedded Systems / Hardware Security
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Information-flow control

I secret H

Toublic

Public output should only depend on public input.

Typical information-flow property: noninterference

Vi, t' € Traces(K) : t = ' —>t=0, ..t

— Ipublic public

> Opublic
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Hyperproperties

» [Clarkson & Schneider'10]:
Hyperproperty H: a set of sets of traces

System K satisfies H iff Traces(K) € H.
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Hyperproperties

» [Clarkson & Schneider'10]:
Hyperproperty H: a set of sets of traces

System K satisfies H iff Traces(K) € H.

A hyperproperty cannot be checked one trace at a time

» Note that for trace properties (e.g. LTL):
Property P: a set of traces

System K satisfies P iff Traces(K) C P.

A trace property can be checked one trace at a time
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Hyperproperties

» [Clarkson & Schneider'10]:
Hyperproperty H: a set of sets of traces

System K satisfies H iff Traces(K) € H.

» Many information-flow properties can be formalized as hyperproperties.

Noninterference as hyperproperty:

(T C2 |\t €Tt =p,. t' =t =0t}

public
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Case study 1: Information flow in the 12C Bus

Master

Slave

Slave

| ]
ADR DAT WE

Slave

SDA
SCL

» Under which circumnstances can information flow from the inputs through the Master

to the bus (and vice versa)?

» Is there an expiration date for information?
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Case study 2: Simmetry in Protocols

while (true) {

choosing[me] = true;
ticket [me] = max(ticket)+1;
choosing[me] = false;

for(int j=0;j<n;j++){
while (choosing[j]) { ; }
while ( j !'= i && ticket[j] '= 0 && (ticket[jl,j) < (ticket[me],me) ) { ; %}
+
critical
ticket[me] = O;
noncritical

» Are the clients treated symmetrically?
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Case study 3: Error resistant codes

Different encoders from OpenCores.org.
» 8bit-10bit encoder / decoder

» Huffman encoder

» Hamming encoder

» Do codes for distinct inputs have at least Hamming distance d?
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Automatic Analysis Techniques for Information Flow

Existing methods for proving information-flow:

» Security type systems
» Program analysis
» Dynamic approaches/taint tracking

Common problem: single-property techniques

10/38



Automatic Analysis Techniques for Information Flow

Existing methods for proving information-flow:

» Security type systems
» Program analysis
» Dynamic approaches/taint tracking

Common problem: single-property techniques

Analogy: termination of programs, absence of runtime errors,. ..

10/38



Automatic Analysis Techniques for Information Flow

Existing methods for proving information-flow:

» Security type systems
» Program analysis
» Dynamic approaches/taint tracking

Common problem: single-property techniques

Analogy: termination of programs, absence of runtime errors,. ..

rThis line of work:

A unifying logic and framework for the specification, verification and analysis of
hyperproperties
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HyperLTL
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Temporal Logics for Information security?

LTL specifies computations

Example: Oz =0 from some point on x is 0
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A simple information-flow policy

All executions have the light on at the same time.
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A simple information-flow policy

All executions have the light on at the same time.

)

For all pairs of executions and all points in time, the light is on on one execution if and
only if it is on on the other execution.

Information flow properties compare multiple executions!
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LTL?

Syntax:
pui=ar | Op | Op | Cv | pUp | R

Semantics:
K E ¢ iff Traces(K) C Traces(p)

All executions have the light on at the same time.

(o) () (o)
(o) () ) (o)
(o) ) () )

14/38



CTL*?

Syntax:
pu=a | Ap | Ep | Op | Op | Uy |

Semantics:
K E Ap iff forall p e Paths(K) :pkF ¢
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Formal Verification for hyperproperties

Real
World

System Specification
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HyperLTL

Quantifiers with trace variables: V.o dmp
Syntax:
w = Vrm.p ’ Jm.p ‘ (0
b= ar | OY | OY | Ov | pUY | ¥R

HyperLTL: start with quantifiers, then temporal formula (prenex form)
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Semantics

Trace assignment II : Vars(p) =T (T = Traces(K))
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All executions have the light on at the same time.

V. Vr'.0(on, <> ong/)
II = Ily[r — o] (IT, 0) Er Va'.0(on,: <> ong)
[T =1y[r — o][x’ — '] (I1,0) Fr O(on, <> ong)

forall 7 >0 (I, j) Fr on, <> on,
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HyperLTL Semantics

Syntax:
V.o ’ Jm.p ‘ (0
ax | Oy | O¢ | Ov | vUYp | vRY

< 6
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HyperLTL Semantics

Syntax:

Semantics:

/N N
Y N

EEEEEEEEEEEE

a | Oy | O¥ | O | vUY | vRY

iff  a e Il(m)(4)
iff (ILi+1)Er @
Iff (H, Z) ’?/T @Y

@ = VT ’ dm.
w —
O) IZT \V/T('.QO i
0) Er Im.p iff
,Z) IZT QA
) Er Op
77’> IZT 2
,Z) IZT ©1 V P2 iff
) IZT L1 VAN L2 Iﬂ:
1) Er Oy iff  for all
1) Fr O
,Z) IZT L1 U Q2 Iff

for all

(03

(H,Z) ':T @1 Or (H,Z) ':T 02

(H,Z) |:T V1 and II |:T P2

iff  forsome j >i: (IL,j) Er ¢

i for some j > i : (I1,7) Er v

and for all t < k < j:(IL, k) Ex 1

tel. H[ﬂ'l%t]':TQO
for some t € T. Il[m — t| Er ¢
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Case Study 1: Information flow in the 12C Bus

SDA
SCL

Master Slave Slave Slave

| ]
ADR DAT WE

» Under which circumstances can information flow from the input through the Master to
the bus?

V. Vr' .O(-WE, A DAT, = DAT.) — [I(SDA, = SDA,/)

P; = P,/ is defined as A\ ar <> a,
aceP

P, = P, is defined as (I \ P)x = (I \ P)
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Case Study 1: Information flow in the 12C Bus

Master

Slave

Slave

Slave

ADR DAT WE

» Is there an expiration date for information?

V. Vr' O(DAT, = DAT» U O(I, = I./)) — OO(SDA, = SDA)

P; = P,/ is defined as A\ ar <> a,

ac P

P, = P, is defined as (I \ P)x = (I \ P)

SDA
SCL
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Variants of Noninterference in HyperLTL

» Observational determinism [Zdancewich & Myers'03]

VN7, lowln, = lowIn, — (lowOut, = lowOut,)

» Generalized noninterference [McCullough'88]

Vo V' 3n” . O(highln. = highln_,,) A
O(lowlny,: = lowln;. N\ lowQOut, = lowOut,)

» Noninference [McLean'94]

V. 3n'. Ohighln_, A
O(lowln, = lowln,: N lowQOut,; = lowOut,)
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Case study 2: Symmetry in Protocols

while (true) {

choosing[me] = true;

ticket [me] = max(ticket)+1;

choosing[me] = false;

for(int j=0;j<n;j++){
while (choosing[j]) { ; }
while (j!=me && ticket[j] != 0 && (ticket[jl,j) < (ticket[me],me) ) { ; }

+

critical

ticket[me] = O;

noncritical

» Are the clients treated symmetrically?

V. V' O(select 0, <> select 1, N select_ 1, < select_0,/) —
O (critical 0, <> critical 1.+ N\ critical 1, <> critical 0,)
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while (true) {
choosing[me] = true;
ticket [me] = max(ticket)+1;
choosing[me] = false;
for(int j=0;j<n;j++){

while (choosing[j]) { ; } f && (ticket[j],j) < (ticket[me],me)

while (j!=me && ticket[j] !'= 0 && ¥ {; }
¥ “f && (ticket[j],me) < (ticket[me],j)
critical
ticket[me] = 0;
noncritical

» Are the clients treated symmetrically?

Vr V7' O(select 0, <> select 1.+ N select_ 1, <+ select 0, A £, <> —=f,) —
O(critical O <> critical 1+ A critical 1, < critical 0,/)
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Case stuty 3: Error-resistant codes

Different encoders from OpenCores.org.
» 8-bit, 10-bit encoder,decoder

» Hufman encoder

» Hamming encoder

» Do codes for distinct inputs have at least Hamming distance d?

Vr V' . (DAT . # DAT ) — —Ham(d, 7, 7")
where Ham is defined as:

Ham(0, 7, 7") = false
Ham(d)wyﬂ'/) = Opr = Oy’ W (071— # Or’ AN OHam(d — ].,7T,7T,>)
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Model Checking
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Model Checking Alternation Free HyperLTL

Main idea:

» Reduction to emptiness of Buchi word automata.
» Alphabet consists of tuples of letters (one for each path quantifier).
» Product Projection handles quantifiers.
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Model Checking Alternation Free HyperLTL

Main idea:

» Reduction to emptiness of Buchi word automata.
» Alphabet consists of tuples of letters (one for each path quantifier).
» Product Projection handles quantifiers.

So S1 S92
Example: Va.vVn'. 00O (ar A arr)
"SR
Negated: dr.3n".CO(—ar V —ayr)
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Model Checking Alternation Free HyperLTL

Negated: d7.3n".CO(—ar V —arr) S0 $1 $9

A with alphabet 24P x 2AP K &@0

N convert to non-det

\ . s
~"

A’ with alphabet 2AP

A’ with 1-letter alphabet

AH

This automaton A” is rejecting.

K E Ar.3r".>0(-aq V —agr)

K EVaV7.O (ar A axr)
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Model Checking General HyperLTL

Complexity depends on the quantifier alternation depth

» Depth O:
VNl PSPACE in || NLOGSPACE in |K|

» Observational determinism

» Depth 1:
V. 3n .o EXPSPACE in || PSPACE in |K|

» Noninference
» Generalized noninterference

» Depth 2: ...

Rarely need more than one quantifier alternation
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Symbolic Model Checking for Circuits

» Alternation-free HyperLTL

» (Clean extension of the circuit construction for LTL

» Leverages existing symbolic model checker

so we can use off-the-self hardware model checkers
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Reduction for Safety Property on Circuits

VaNT'.O(ir < i) = O(0x <> 0x7)
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Beyond HyperLTL
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Hyperproperties and branching-time logics

Observation:

» Hyperproperties induce trace equivalence.

If Traces(K) = Traces(K') then K E H iff K' = H
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Hyperproperties and branching-time logics

Observation:

» Hyperproperties induce trace equivalence.

If Traces(K) = Traces(K') then K E H iff K' = H

» Hyperproperties are not models for branching-time logics.

So
O o
(@ O

32/38



HyperCTL*

Syntax:
O = Qg ‘ V.o ’ Jm.p ‘ QO ’ % ‘ ©oU ’

» HyperLTL: no quantifiers under temporal operators
» HyperCTL*: no restriction
» HyperCTL* with one path variable — CTL*
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What do we get beyond HyperLTL and CTL*?

bool y;
bool x = read(); // secret
output (y) ;

Vr.0(read, — Vr'.[0(0x <> 0x7))
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The linear hyper-branching spectrum

LTL C CTL*

2\

linear-branching
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The linear hyper-branching spectrum

AN\
HyperLTL - HyperCTL*
a Ut Ut
2
LTL C CTL*

linear-branching
» The induced process equivalent of HyperLTL is trace equivalence.

Two systems with the same set of traces satisfy the same HyperLTL
formulas

» The induced process equivalent of HyperCTL* is bisimulation.

Two bisimilar systems satisfy the same HyperCTL* formulas
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HyperCTL* model checking

» Reduction to emptiness of Buchi word automata
» Alphabet consists of tuples of states.

» Projection handles quantifiers

» Complementation handles quantifier alternation

Example: Vr.0(ar — V7'.0(0x <> 077))
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HyperCTL* model checking

» Reduction to emptiness of Buchi word automata

» Alphabet consists of tuples of states.
» Projection handles quantifiers

» Complementation handles quantifier alternation

Example: Vr.0(ar — V7'.0(0x <> 077))

Negated: 1. (ar A I . (0r 45 0q7))

A with alphabet Sx S

\ . 7

A’ with alphabet S

J/

A’ with alphabet S

A’ with a 1-letter alphabet
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Exercises

1. Verify whether Vo.V7' .0 (—ar V —ays) on:
2. Verify whether Vr.3n".00(-a» — O—a,) on:

S0 S1 So
K
R

3. Verify whether V7. 3n".00C (ar <> —as) on:
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