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Bounded Model Checking for LTL

» Main idea: given K and ¢ generate a SAT formula [K, ©]

that explores up to depth k looking for a trace of K that models s

if [K, @], is SAT then K i ¢
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Motivation of BMC for HyperLTL

» Algorithms for HyperLTL verification®#, are limited (mainly on quantifier alternation).

» |dea: Inspired by BMC for LTL use QBF for BMC hyperproperties.

% B. Finkbeiner, M. Rabe, and C. Sanchez. Algorithms for model checking HyperLTL and HyperCTL*. (CAV'15)
* N. Coenen, B. Finkbeiner, C. Sanchez, and L. Tentrup. Verifying hyperliveness. (CAV'19)

> E. M. Clarke, A. Biere, R. Raimi, and Y. Zhu. Bounded model checking using satisfiability solving.

FMSD, 19(1):7-34, 2001. 4/24
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Some Important Hyperproperties are Multi-Model

» Linearizability:

The history of execution of a concurrent data structure matches some sequential order
of invocations and responses.

[ V7r1.E|7r\2.|:|(hi51.“ory7T1 <+ history, ) ]

Y
(Concurrent Data Structure) [Sequential Specification]

» Optimal Path Planning:
A shortest path should reach the goal position before all other paths did.

[ E|7T1.\V/’772.|:|(_‘g03/ﬂ-2 U goalﬂ'l) ]
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HyperLTL Multi-model Semantics

Syntax:

Semantics:

< 6
|

<

-

_ 6

iff
iff

iff
iff
iff
iff
iff
iff

iff

|
YAY | YV | pUY | PR

forall te T . (Nmr—t],i)Ere
forsomete T . (MNr—t],i)ET ¢

a € MN(m)(F)
(nal) '7/7_ 2
(H, I) |:T Y1 Or (H, I) IZT ©2
(FI, I) |:T @1 and (ﬂ, I) IZT ©2
for some j > i: (M,)) BT @2
and for all i < k < j:(M, k) E1 ¢1

either for all j > i : ([,/) F1 v2
or for some j < i: (,j) #1 2 and

for some k < j: (M, k) E1 1
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3. Reducing BMC to QBF Solving
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Bounded Model Checking

» Loop conditions are non-trivial in BMC HyperLTL verification both for completeness
and for the satisfaction relation (sound conclusions).

For example:

/ /
p

V1. V.0 (Pr, V Pr,) is inconclusive
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Bounded Model Checking

» Loop conditions are non-trivial in BMC HyperLTL verification both for completeness
and for the satisfaction relation (sound conclusions).

For example:

S1 S

p
V1. V.0 (Pr, V Pr,) is inconclusive

» We leave loop conditions as future work

» We introduce different bounded semantics to declare the satisfaction relation.
» pessimistic
» optimistic
» halting (optimistic and pessimistic)

8/24



Variations of Bounded Semantics

» Pessimistic Semantics:

If a counterexample is established within the bound, it serves as an infinite witness that

can refute the original formula. Thus, all pending eventualities are assumed to be
unfulfilled.
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can refute the original formula. Thus, all pending eventualities are assumed to be
unfulfilled.

For example:

@ = Vm1.Vm.0(pry, < Pry) — = 3m.312.(Pry ¥ Pry)

Assume bound = 3

K ES® —p implies K E —p, thus K & ¢
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Variations of Bounded Semantics
» Optimistic Semantics:

If the original formula is proved correct within the bound, then all pending eventualities
of the original formula are assumed to be fulfilled.
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Bounded Semantics for HyperLTL

Given k and choice of semantics x = pes, opt, hpes, hopt:

For i < k:

iff
iff

iff
iff
iff
iff

iff
iff
iff

forall te T,. (Nrw—t],i)F, ¢
for some t € T,.. (N[xm— t], i) F; ¢

a e N(m)(i)

a ¢ N(m)(i)

(M,7) Fi 1 or (M,0) By 2
(M,7) Fi o1 and (M,7) Fy @2

(Mi+1)F e
(nvl) ':z @2, Or (nvl) ':z ¥1 and (nal+1) |:>Il; 9011/{902
(I_I?I) 'Zi Y2, and (nal) IZH/E p1 Or (nal+1) ':i 9017%902
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Bounded Semantics for HyperLTL

For i = k:
» Pessimistic semantics pes:
(M, 7) E.™ O iff never happens

(I_I7 i) lz,lzes ¢1 U ¢2 iff (n7 I) IZI/zeS ¢2
(M, 1) IZ’;es 1 Ry iff (1,1) IZ’,feS W1 N Yo

» Optimistic semantics opt:

(N, 1) EP O iff always happens
(M, 1) EP p U pa  iff (M,0) BP9y V 4y
(M, Q) EP by Rapy  iff (N, 0) EYP abs

» Halting Pessimistic semantics hpes:

(N, /) EP* Oy iff (N, 1) =P halted and (I, ) E1P* ¢
(M, 1) EPPe by U apy iff (1, 1) EP% 4y
(M, 1) ERP apy Rapy iff (M, 1) 7P oy A o, h
or (M, ) E”% halted and (N, i) E”% 1,
» Halting Optimistic semantics hopt:
. hopt . . hopt . hopt
(M, i) =" Oy iff  (M,7) #. " halted or (I,7) £, 4
(M, 1) ERP by Uy iff (11, 1) E°P" 4o, or
(M, i) #7°P" halted and (I, i) EJP" o)
(M, 1) EPP hy Ry iff (M, 0) EP 4y
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Logical Relations of the Different Semantics

Theorem

Given Kripke structures K, a HyperLTL formula ¢ and k > 0,
> |If K |=’;es ©, then K E .
> If KEZPY ¢, then KKEo.
> If KEIP* o, then KE .
> If K" o, then KH .

The allows us to infer the model checking outcome from finite semantics.

12/24



3. Reducing BMC to QBF Solving
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From Bounded Semantics to Unrolling

For a bound k and choice of semantics * = pes, opt, hpes, hopt:

For all 7 < k:
|pr]7 = pr
=Pl = P
[Vr Vbl = [l VIvalix
[1 Aboli = [ali A2 &
[ U Gl = Tl V ([0l A [y U ol )
[V1 R i = [d2]i A ([¥alik VI R 427, k)
[OY]} & =[]k
Fori=k+1
[V]i1e = false [W], = true
WIS, = [halted] P8 ALYTEE Wl = [halted] % —[w1%"
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Construct QBF formula for BMC HyperLTL

Given ¢ a HyperLTL formula of the form ¢ = Qama.Qp75. . ... Qzmz.24) and a family of
Kripke structures K = (Ka, Kg, ..., Kz).

» Assume bound = k

> For each j € Vars(y), the Boolean transition formula K]« for exploring m; up to k is:

[KiTx = L(x°) A Ri(X%, xM) A Ri(xt, x®) A Ri(x%,x3) Ao A Ri(x* 1 x¥)
» Choose semantics sem = pes, opt, hpes, hopt and build the formula unrolling from ¢:
[¥]5
» The final encoding of the HyperL TL BMC problem in QBF is the following

[K, el = Qaxa.QpX5 - - -@ZE(HKAHk oa [KBllk o -+ - [Kz]«k oz W]]S,k)

where o; = A if Q; = 3, and o; == if Q; =V, for j € Vars(yp).
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Construct QBF formula for BMC HyperLTL (example)

» The final encoding of the HyperL TL BMC problem in QBF is the following

[K, el = Qaxa.Qpx5 - - -QZE([{KAHk oa [KBllkoB -+ - [Kz]«k oz W]]S,k)

where o = A if Qj =3, and o; = — if Q; =V, for j € Vars(y).
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Construct QBF formula for BMC HyperLTL (example)

» The final encoding of the HyperL TL BMC problem in QBF is the following
[K, el = Qaxa.Qpx5 - - -@ZE(HKAHk oa [KBllkoB -+ - [Kz]«k oz W]]S,k)

where o = A if Qj =3, and o; = — if Q; =V, for j € Vars(y).

» For example, for k = 3, pes semantics and formula:

o =V1a.Ins.0(Pr,y < Prs)

the encoding is

[K, 915 =5z 355 ([Kals — ([Ke]s A [V155))

three copies of
vars for Kx three copies of
vars for Kg
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Logical Relations of the Different Semantics

Theorem

Given Kripke structures K, a HyperLTL formula ¢ and k > 0,
> If [K, @]k is SAT then KEX® ¢

> If [K, ] is UNSAT then K»;z""f

> If [K, ] [P* is SAT  then K lzhpes 0.

> If [K,];°"" is UNSAT then K thPt

Theorem

Given Kripke structures K, a HyperLTL formula ¢ and k > 0,
> If KE™ ¢,  then K E .

> If K »;PPf @,  then KKEo.
> If KEP* o, then KE .
> If K v”""f ¢,  then KH .

The allows us to use a QBF solver on a finite unrolling for BMC HyperLTL.
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3. Case Studies and Evaluation
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Case Study : Non-interference in multi-threaded Programs

» Noninterference states that low-security
variables are independent from high-security

Algorithm 2: Multi-threaded Program

1 Thread a:

2 while mask 1= 0 do variables, thus preserving secure
3 while trigger0 = 0 do . .

s | | noop; information-flow.

5 end 26 Thread ~:

6 result = result || mask ; trigger0 27 while mask /= 0 do . . .

—0; 2 | maintrigger = 0 » High-variable: PIN, Low-variable: Result.

7 maintrigger = matintrigger + 1 ; 4 if PIN & mask = 0 then

8 if maintrigger = 1 then 30 | trigger0 = 1;

9 ‘ triggerl = 1, 21 else

10 end 32 | triggerl = 1;

11 end 33 end

12 3 while maintrigger |= 2

13 Thread 5: do

14 while mask = 0 do 15 | no-op;

15 while triggerl = 0 do 36 end

16 | no-op; 37 mask = mask/2;

17 end 33 end

18 result = result & Imask ; 39 trigger0 = 1;

19 triggerl = 0O; a0 triggerl = 1;

20 maintrigger = matintrigger + 1; a1

21 if maintrigger = 1 then

22 ‘ trigger0 = 1;

23 end
24 end

25
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12 3 while maintrigger |= 2
13 Thread 5: do
14 while mask = 0 do 15 | no-op;
15 while triggerl = 0 do 36 end
16 | no-op; 37 mask = mask/2;
17 end 33 end
18 result = result & !mask ; 39 trigger0 = 1;
19 triggerl = 0; a0 triggerl = 1;
20 maintrigger = matintrigger + 1; a1
21 if maintrigger = 1 then
22 ‘ trigger0 = 1;
23 end
24 end
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Algorithm 2: Multi-threaded Program

1 Thread o
2 while mask = 0 do

32

(=T & B -9

while trigger0 = 0 do
‘ no-op;
end
result = result || mask ; triggerQ
=R}
maintrigger = matintrigger + 1 ;
if maintrigger = 1 then
‘ triggerl = 1;
end

Thread :
while mask /= 0 do

while triggerl = 0 do
\ no-op;
end
result = result & !mask ;
triggerl = 0;
maintrigger = matintrigger + 1 ;
if maintrigger = 1 then
‘ trigger0 = 1;
end

26

Thread ~:

27 while mask = 0 do

28

29
30
31
32
33
34

35
36
37
38

maintrigger = 0 ;

if PIN & mask = 0 then
| triggerQ = 1;

else

| triggerl = 1;

end

while maintrigger |= 2
do

| no-op;

end

mask = mask/2;

end

39 triggerQ = 1;
a0 triggerl = 1;

41

Case Study : Non-interference in multi-threaded Programs

» Noninterference states that low-security
variables are independent from high-security
variables, thus preserving secure
information-flow.

» High-variable: PIN, Low-variable: Result.

©NI = \V/T('A.HT('B.
PIN, # PIN,,
A\
_halted U ( halted N )

Result;, = Result,,

where halted = (halt;, A halt;,).
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(=T & B -9
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variables are independent from high-security
variables, thus preserving secure
information-flow.

» High-variable: PIN, Low-variable: Result.

YNI — \V/T('A.HT('B.
PIN,, # PIN,,
N
halted N

~halted U (F\’esult7T o = Resu/tﬁB)

where halted = (halt;, A halt;,).

» We were able to falsify a in incorrect version by
discovering a counterexample using hpes
semantics.

19/24



Algorithm 2: Multi-threaded Program

1 Thread o
2 while mask = 0 do

32

(=T & B -9

while trigger0 = 0 do
‘ no-op;
end
result = result || mask ; triggerQ
=R}
maintrigger = matintrigger + 1 ;
if maintrigger = 1 then
‘ triggerl = 1;
end

Thread :
while mask /= 0 do

while triggerl = 0 do
\ no-op;
end
result = result & !mask ;
triggerl = 0;
maintrigger = matintrigger + 1 ;
if maintrigger = 1 then
‘ trigger0 = 1;
end

26

Thread ~:

27 while mask = 0 do

28

29
30
31
32
33
34

35
36
37
38

maintrigger = 0 ;

if PIN & mask = 0 then
| triggerQ = 1;

else

| triggerl = 1;

end

while maintrigger |= 2
do

| no-op;

end

mask = mask/2;

end

39 triggerQ = 1;
a0 triggerl = 1;

41

Case Study : Non-interference in multi-threaded Programs

» Noninterference states that low-security
variables are independent from high-security
variables, thus preserving secure
information-flow.

» High-variable: PIN, Low-variable: Result.

YNI — \V/T('A.HT('B.
PIN,., # PIN,,
A

—halted U ( nEEe! A )

Result;, = Result,,

where halted = (halt;, A halt;,).

» We were able to falsify a in incorrect version by
discovering a counterexample using hpes
semantics.

» We were able to verify a correct version using

hopt semantics. 19/24



Case Study : Linearizability in SNARK

Algorithm 3: SNARK

1 popRight ()
2 while true do

=T B - T = I I )

10
11
12

14
15

16
17
18
19
20
21

31
32
33
34
35

36
37
38
39
40
a1

rh = RightHat;
Ih = LeftHat;
s if rh—R = rh then
| return "empty";
end
if rh = lh then
if DCAS(&RightHat,

Dummy) then
return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,

then
result = rh—V;
rh—R = Dummy;
return result;
end

end

popLeft ()
while true do
Ih = LeftHat;
rh = RightHat;
if lh—L = /h then
| return "empty";
end
if |h = rh then
if DCAS(&LeftHat,

Dummy) then
return |h —V;
end

else
IhR = h—R;

Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;

end

end

&LeftHat, rh, |h, Dummy,

&rh—L, rh, rhL, rhL, rh)

&RigtHat, Ih, rh, Dummy,

if DCAS(&LeftHat, &lh—R,

39 pushRight ()

40
41
42
43
44
45
46
a7
48
49
50
51

57

59
60

62
63
64
65
66
67
68
69
T0
71
72
73

T4

75

76

78

79

81
82

nd =
if nd

new Node();
= null then

| return "full";

end

nd—R = Dummy;
nd—=V =v;

while

true do

rh = RightHat;
rhR = rh—R;
if rhR = rh then

nd—L = Dummy;

lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, Ih, nd,
Dummy) then
| return success;

end

else

nd—L = rh;

if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then

| return success;

end

end

pushLeft ()

nd =
if nd

new Node();
= null then

| return "full";

end

nd—

L = Dummy;

nd—=V =v;
while true do

end

Ih = LeftHat;
IhL = Th—L;
if IhL = Ih then

nd—R = Dummy;

rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;

end

Ise

nd—R = Ih;

if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return Success;

end

» SNARK is a concurrent implementation of a
double-ended queue.
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nd = new Node();
if nd = null then
| return "full";
end
nd—R = Dummy;
nd—=V =v;
while true do
rh = RightHat;
rhR = rh—R;
if rhR = rh then
nd—L = Dummy;
lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, th, nd,
Dummy) then
| return success;
end
else
nd—L = rh;
if DCAS(&RightHat,
&Ilh—R, rh, rhR, nd, nd)
then
| return success;
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end
pushLeft ()
nd = new Node();
if nd = null then
| return "full";
end
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nd—=V =v;
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nd—R = Dummy;
rh = RightHat; if
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rh = RightHat;
lh = LeftHat;
s if rh—R = rh then
| return "empty";
end
if rh = Ih then
if DCAS(&RightHat,
& LeftHat, rh, Ih, Dummy,
Dummy) then
| return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then
result = rh—V;
rh—R = Dummy;
return result;
end
end
popLeft ()
while true do
Ih = LeftHat;
rh = RightHat;

end

if lh—L = Ih then
| return "empty";
end
if |h = rh then
if DCAS(&LeftHat,
&RigtHat, lh, rh, Dummy,
Dummy) then
return |h —V;
end
else
IhR = |h—R;

Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;

end

if DCAS(&LeftHat, &lh—R,
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pushRight ()

nd =
if nd

new Node();
= null then

| return "full;

end
nd—

R = Dummy;

nd—=V = v;
while true do

rh = RightHat;
rhR = rh—R;
if rhR = rh then

nd—L = Dummy;
lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, Ih, nd,
Dummy) then
| return success;
end

else

nd—L = rh;

if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then

| return success;

end

end

pushLeft ()
nd = new Node();

if nd

= null then

| return "full";

end

nd—

L = Dummy;

nd—=V =v;
while true do

end

Ih = LeftHat;
IhL = Th—L;
if IhL = Ih then

nd—R = Dummy;

rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;

end

Ise

nd—R = Ih;

if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return success;

end

» SNARK is a concurrent implementation of a
double-ended queue.
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Algorithm 3: SNARK

1 popRight ()
2 while true do
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rh = RightHat;
lh = LeftHat;
s if rh—R = rh then
| return "empty";
end
if rh = |h then
if DCAS(&RightHat,
& LeftHat, rh, Ih, Dummy,
Dummy) then
| return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then
result = rh—V;
rh—R = Dummy;
return result;
end
end
popLeft ()
while true do
Ih = LeftHat;
rh = RightHat;

end

if lh—L = Ih then
| return "empty";
end
if |h = rh then
if DCAS(&LeftHat,
&RigtHat, lh, rh, Dummy,
Dummy) then
return |h —V;
end
else
IhR = |h—R;

Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;

end

if DCAS(&LeftHat, &lh—R,

39 pushRight ()

nd = new Node();

if nd = null then
| return "full;
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end

nd—R = Dummy;
nd—=V = v;
while true do

end

rh = RightHat;
rhR = rh—R;
if rhR = rh then

nd—L = Dummy;
lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, Ih, nd,
Dummy) then
| return success;

end
else

nd—L = rh;

if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then

| return success;

end

pushLeft ()
nd = new Node();
if nd = null then
| return "full";

end

nd—L = Dummy;
nd—=V = v;
while true do

end

Ih = LeftHat;
IhL = Th—L;
if IhL = Ih then

nd—R = Dummy;

rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;

end

Ise

nd—R = Ih;

if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return Success;

end

» SNARK is a concurrent implementation of a
double-ended queue.
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end

rh = RightHat;
lh = LeftHat;
s if rh—R = rh then
| return "empty";
end
if rh = |h then
if DCAS(&RightHat,
&LeftHat, rh, [h, Dummy,
Dummy) then
| return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then
result = rh—V;
rh—R = Dummy;
return result;
end

popLeft ()
while true do

end

Ih = LeftHat;
rh = RightHat;
if lh—L = Ih then
| return "empty";
end
if |h = rh then
if DCAS(&LeftHat,
&RigtHat, lh, rh, Dummy,
Dummy) then
return |h —V;
end
else
IhR = |h—R;

Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;

end

if DCAS(&LeftHat, &lh—R,
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pushRight ()

nd = new Node();
if nd = null then
| return "full;

end

nd—R = Dummy;
nd—=V = v;
while true do

end

rh = RightHat;
rhR = rh—R;
if rhR = rh then

nd—L = Dummy;

lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, Ih, nd,
Dummy) then
| return success;

end
else

nd—L = rh;

if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then

| return success;

end

pushLeft ()
nd = new Node();
if nd = null then
| return "full";

end

nd—L = Dummy;
nd—V = v;
while true do

end

Ih = LeftHat;
IhL = Th—L;
if IhL = Ih then

nd—R = Dummy;

rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;

end

Ise

nd—R = Ih;

if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return Success;

end

» SNARK is a concurrent implementation of a
double-ended queue.

LN = Vma.dmg.O(history,., < history, )
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2 while true do
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end

rh = RightHat;
lh = LeftHat;
s if rh—R = rh then
| return "empty";
end
if rh = |h then
if DCAS(&RightHat,
&LeftHat, rh, [h, Dummy,
Dummy) then
| return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then
result = rh—V;
rh—R = Dummy;
return result;

end

popLeft ()

whi

end

le true do
Ih = LeftHat;
rh = RightHat;
if lh—L = /h then
return "empty";
end
if |h = rh then
if DCAS(&LeftHat,
&RigtHat, lh, rh, Dummy,
Dummy) then
return |h —V;
end
else
IhR = |h—R;
if DCAS(&LeftHat, &lh—R,
Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;
end
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pushRight ()

nd =
if nd

new Node();
= null then

| return "full;

end
nd—

R = Dummy;

nd—V = v;
while true do

end

rh = RightHat;
rhR = rh—R;
if rhR = rh then

nd—L = Dummy;
lh = LeftHat; if
DCAS(&RightHat,
& LeftHat, rh, Ih, nd,
Dummy) then
| return success;
end
Ise
nd—L = rh;
if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then
| return success;
end

pushLeft ()
nd = new Node();
if nd = null then
| return "full";

end
nd—
nd—

L = Dummy;
V=uwv

while true do

end

Ih = LeftHat;
IhL = Th—L;
if IhL = Ih then

nd—R = Dummy;

rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then

| return success;

end

Ise

nd—R = Ih;

if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return Success;

end

» SNARK is a concurrent implementation of a
double-ended queue.

LN = Vma.dmg.O(history,., < history, )

» Two counterexamples that are not linearizable

can be found using pes semantics.
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Case Study : Linearizability in SNARK

Algorithm 3: SNARK

1 popRight ()
2 while true do

3 rh = RightHat;

F lh = LeftHat;

5 s if rh—R = rh then

6 | return "empty";

7 end

8 if rh = |h then

) if DCAS(&RightHat,
&LeftHat, rh, [h, Dummy,
Dummy) then

10 return rh —V;

11 end

12 s

13 else

14 rhL = rh—L;

15 if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then

16 result = rh—V;

17 rh—R = Dummy;

18 return result;

19 end

20 end

21

popLeft ()

23 while true do

24 Ih = LeftHat;

25 rh = RightHat;

26 if Ih—L = [h then

27 return "empty";

28 end

29 if |h = rh then

30 if DCAS(&LeftHat,

&RigtHat, lh, rh, Dummy,
Dummy) then

31 return |h —V;

32 end

33 else

34 IhR = lh—R;

s if DCAS(&LeftHat, &lh—R,
Ih, IhR, IhR, lh) then

36 result = lh—V;

37 lh—L = Dummy;

38 return result;

39 end

a0 end

a1

3
a0
a4
a2
a3
aa
a5
a6
a7
a8
a9

-]

-

51

52
53
54
55
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58
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60
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a W
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pushRight ()
nd = new Node();
if nd = null then
| return "full;
end
nd—R = Dummy;
nd—V = v;
while true do
rh = RightHat;
rhR = rh—R;
if rhR = rh then
nd—L = Dummy;
Ih = LeftHat; if
DCAS(& RightHat,
& L eftHat, rh, Ih, nd,
Dummy) then
| return success;
end
else
nd—L = rh;
if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)
then
| return success;
end

end

pushLeft ()
nd = new Node();
if nd = null then
| return "full";
end
nd—L = Dummy;
nd—V = v;
while true do
Ih = LeftHat;
IhL = Ih—L;
if IhL = Ih then
nd—R = Dummy;
rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;
end
else
nd—R = Ih;
if DCAS(&LeftHat, &h—R,
rh, rhR, nd, nd) then
| return Success;
end

end

» SNARK is a concurrent implementation of a

double-ended queue.

LN = Vma.dmg.O(history,., < history, )

can be found using pes semantics.

» Two counterexamples that are not linearizable

Bugl: A pop operation can return empty
when the queue is not empty.

popRight ()

P1l: O o

pushRight ()

popLeft ()

P2:
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)
2
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Algorithm 3: SNARK

popRight ()
while true do
rh = RightHat;
lh = LeftHat;
s if rh—R = rh then
return "empty";
end
if rh = |h then
if DCAS(&RightHat,
&LeftHat, rh, |h, Dummy,
Dummy) then
return rh —V;
end
s
else
rhL = rh—L;
if DCAS(&RightHat,
&rh—L, rh, rhL, rhL, rh)
then
result = rh—V;
rh—R = Dummy;
return result;
end

end

popLeft ()
while true do
Ih = LeftHat;
rh = RightHat;
if lh—L = /h then
return "empty";
end
if |h = rh then
if DCAS(&LeftHat,
&RigtHat, lh, rh, Dummy,
Dummy) then
return |h —V;
end
else
IhR = |h—R;
if DCAS(&LeftHat, &lh—R,
Ih, IhR, IhR, lh) then
result = lh—V;
lh—L = Dummy;
return result;
end
end

w
-]

pushRight ()
nd = new Node();
if nd = null then
| return "full;
end
nd—R = Dummy;
nd—V = v;
while true do
rh = RightHat;
rhR = rh—R;
if rhR = rh then
nd—L = Dummy;
Ih = LeftHat; if
DCAS(& RightHat,
& L eftHat, rh, Ih, nd,
Dummy) then
| return success;
end
else
nd—L = rh;
if DCAS(& RightHat,
&Ih—R, rh, rhR, nd, nd)

then
| return success;
end
end
pushLeft ()

nd = new Node();
if nd = null then
return "full";
end
nd—L = Dummy;
nd—V = v;
while true do
Ih = LeftHat;
IhL = Th—L;
if /hL = [h then
nd—R = Dummy;
rh = RightHat; if
DCAS(&LeftHat,
& RightHat, Ih, rh, nd,
Dummy) then
| return success;
end
else
nd—R = lh;
if DCAS(&LeftHat, &/h—R,
rh, rhR, nd, nd) then
| return Success;
end
end

» SNARK is a concurrent implementation of a

double-ended queue.

OLIN = VWA.HWB.D(hI'StOFyﬁA 4 hI'StOI’yﬂ,B)

» Two counterexamples that are not linearizable

can be found using pes semantics.

rBugl: A pop operation can return empty
when the queue is not empty.

popRight ()

P1l: O o

pushRight () popLeft ()

LP2:

rBug2: A node can be removed twice

popRight ()

P1l: O

pushRight () popLeft () popRight ()

P2:

popLeft ()

L P3:
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Case Study: Robot Planning

The shortest path reaches the goal before  An initial-state robust plan reaches the
any other path goal from an arbitrary initial state.

[ psp = dma.Nrpg.(—goal, ., U goal,) YrB = ITAVTR.
(strategy,, < strategy, U

(goa/m A goa/WB)

We leverage on the leading existential quantifier to solve synthesis problem for robotic

path planning. The witness of d is a traces that fulfills the given requirement.
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Summary of Performance

# Model K Formula bound k |AP*| QBF semantics gengbf [s] QuAbS [s] [| Total [s]
0.1 Bakery.3proc ©g1 7 27 SAT pes 0.44 0.04 0.48 X
0.2 Bakery.3proc g2 12 27 SAT pes 1.31 0.15 1.46 X
0.3 | Bakery3proc | o3 20 27 UNSAT  opt 2.86 4.87 773 | v
1.1 Bakery.3proc Psym1 10 27 SAT pes 0.86 0.11 0.97 X
1.2 Bakery.3proc Psym? 10 27 SAT pes 0.76 0.17 0.93 X
1.3 Bakery.5proc Psym1 10 45 SAT pes 23.57 1.08 24.65 X
1.4 | Bakery.5proc Psym? 10 45 SAT pes 29.92 1.43 3135 | X
2.1 | SNARK-bugl OLIN 26 160 SAT pes 88.42 383.60 472.02 X
2.2 | SNARK-bug?2 OLIN 40 160 SAT pes 718.09 779.76 1497.85 | X
3.1 | 3-Threadncorrect ONI 57 31 SAT h-pes 19.56 46.66 06.22 X
3.2 | 3-Threadcorrect ONI 57 31 UNSAT h-opt 23.91 33.54 57.45 v
4.1 | NRP : Tipcorrect O Fairness 15 15 SAT h-pes 0.10 0.27 0.37 X
4.2 NRP : Tcorrect D Fairness 15 15 UNSAT h-opt 0.08 0.12 0.20 v
5.1 Shortest Path »
5.9 Initial State (see next table) g
Robustness c
6.1 Mutant Drmat 8 6 SAT h-pes 1.40 0.35 H 175 |

Performance of HyperQube. v denotes satisfaction, and X denotes violation of the
formula. AP™ is the set of Boolean variables encoding K.
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Summary of Performance

HyperQube [5]

Formula | grid size | bound k | |AP*| genqgbf [s] QuAbS [s] || Total [s] || gensmt[s] Z3 [s] Total[s]

10° 20 12 1.30 0.57 1.87 8.31 0.33 8.64

20° 40 14 453 12.16 16.69 124.66 6.41 131.06
Psp 402 80 16 36.04 35.75 71.79 1093.12  72.99 || 1166.11
60° 120 16 105.82 120.84 226.66 4360.75  532.11 || 4892.86

107 20 12 1.40 0.35 1.75 11.14 0.45 11.59

Orb 20° 40 14 15.92 15.32 31.14 49.59 267 52.26
407 80 16 63.16 20.13 83.29 216.16 190.81 235.97

Path planning for robots and comparison to [5]. All cases use the halting pessimistic
semantics and QBF solver returns SAT, meaning successful path synthesis.

>Y. Wang, S. Nalluri, and M. Pajic. Hyperproperties for Robotics: Planning via HyperLTL. ICRA 2020: 8462—846822/24




Further Reading

[ A. Biere, A. Cimatti, E.M. Clarke, and Y. Zhu: “Symbolic Model Checking without BDDs." TACAS’'99. |

[ T.H. Hsu, C. Sanchez, B. Bonakdarpour:
“Bounded Model Checking for Hyperproperties”. (TACAS'21) |

[ T.H. Hsu, C. Sanchez, S. Sheinvald, B. Bonakdarpour:
“Efficient Loop Conditions for Bounded Model Checking Hyperproperties”. (TACAS'23) |

[ T.H. Hsu, B. Bonakdarpour, B. Finkbeiner and C. Sanchez:
“Bounded Model Checking for Asynchronous Hyperproperties”. (TACAS'23) |

[ Y. Wang, S. Nalluri, and M. Pajic.
“Hyperproperties for Robotics: Planning via HyperLTL". ICRA 2020: 8462-8468 |

[ T.H. Hsu, C. Sanchez, B. Bonakdarpour:
“HyperQB: A QBF-Based Bounded Model Checker for Hyperproperties”. (to appear) |
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Exercises

1. Consider a system K such that:
K EVr.3r" .(—p)U (pr N —pxr)

Can you say something about | Traces(K)| (the cardinality of the set of traces of K)?

How about if (Ka, Kg) (where K4 and Kp can be different systems)?

2. Consider the following structures:

So S1 )
FomomoN
Decide whether (K, K) E 3n.V7'.O(ar < ax). What is the bound for k to prove this?

Which semantics?

3. Prove that if one has a model-checking algorithm for multi-model semantics
(K, K’) E ¢ one can build a model checking algorithm for single model semantics K F ¢
(and vice-versa).

24/24



