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Bounded Model Checking for LTL

[ A. Biere, A. Cimatti, E.M. Clarke, and Y. Zhu: “Symbolic Model Checking without BDDs.” TACAS’99. ]

▶ Main idea: given K and φ generate a SAT formula JK , φKk

if JK , φKk is SAT then K ̸⊨ φ

that explores up to depth k looking for a trace of K that models φs
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JφKk : unrolling of the formula up-to k

p for k = 2 becomes p0 ∨ p1 ∨ p2 (using p ≡ p ∨ p)

JKKk : unrolling of the system up-to k
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I ∧ T 0,1 ∧ . . . ∧ T k−1,k ∧

∧
0≤l<k

(T k,l ∧ JφKk,l)

This can prove: (¬a ∧ a) with k = 2
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Motivation of BMC for HyperLTL

▶ Algorithms for HyperLTL verification2,4, are limited (mainly on quantifier alternation).

▶ Idea: Inspired by BMC for LTL use QBF for BMC hyperproperties.

2 B. Finkbeiner, M. Rabe, and C. Sánchez. Algorithms for model checking HyperLTL and HyperCTL∗. (CAV’15)
4 N. Coenen, B. Finkbeiner, C. Sánchez, and L. Tentrup. Verifying hyperliveness. (CAV’19)
5 E. M. Clarke, A. Biere, R. Raimi, and Y. Zhu. Bounded model checking using satisfiability solving.
FMSD, 19(1):7–34, 2001.
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BMC for LTL SAT Solving

BMC for HyperLTL QBF Solving

BMC
(K ,¬φ)

Construct
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Solve
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SAT → K ⊨ ¬φ → K ̸⊨ φ
UNSAT → K ̸⊨ ¬φ → K ⊨ φ

in NNF
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Some Important Hyperproperties are Multi-Model

▶ Linearizability:

The history of execution of a concurrent data structure matches some sequential order
of invocations and responses.

∀π1.∃π2.(historyπ1
↔ historyπ2

)

Concurrent Data Structure Sequential Specification

▶ Optimal Path Planning:

A shortest path should reach the goal position before all other paths did.

∃π1.∀π2.(¬goalπ2
U goalπ1

)
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HyperLTL Multi-model Semantics

Semantics:

(Π, i) ⊨T ∀π.φ iff for all t ∈ T . (Π[π 7→ t], i) ⊨T φ
(Π, i) ⊨T ∃π.φ iff for some t ∈ T . (Π[π 7→ t], i) ⊨T φ

(Π, i) ⊨T aπ iff a ∈ Π(π)(i)
(Π, i) ⊨T φ iff (Π, i + 1) ⊨T φ
(Π, i) ⊨T ¬φ iff (Π, i) ̸⊨T φ
(Π, i) ⊨T φ1 ∨ φ2 iff (Π, i) ⊨T φ1 or (Π, i) ⊨T φ2

(Π, i) ⊨T φ1 ∧ φ2 iff (Π, i) ⊨T φ1 and (Π, i) ⊨T φ2

(Π, i) ⊨T φ1 U φ2 iff for some j ≥ i : (Π, j) ⊨T φ2

and for all i ≤ k < j :(Π, k) ⊨T φ1

(Π, i) ⊨T φ1 R φ2 iff either for all j > i : (Π, j) ⊨T φ2

or for some j < i : (Π, j) ̸⊨T φ2 and
for some k < j : (Π, k) ⊨T φ1

Syntax:

φ ::= ∀π.φ
∣∣ ∃π.φ

∣∣ ψ
ψ ::= aπ

∣∣ ψ ∣∣ ψ ∧ ψ
∣∣ ψ ∨ ψ

∣∣ ψ U ψ
∣∣ ψ R ψ
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2. Bounded Model Checking for HyperLTL

1. Introduction (Hyperproperties and HyperLTL)

4. Case Studies and Evaluation

5. Conclusion and Future Work

3. Reducing BMC to QBF Solving
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Bounded Model Checking

▶ Loop conditions are non-trivial in BMC HyperLTL verification both for completeness
and for the satisfaction relation (sound conclusions).

s0 s3

· · ·
s1 s2 s4 s5

p

∀π1.∀π2.(pπ1 ∨ pπ2) is inconclusive

For example:
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and for the satisfaction relation (sound conclusions).

s0 s3

· · ·
s1 s2 s4 s5

p

∀π1.∀π2.(pπ1 ∨ pπ2) is inconclusive

For example:

▶ We leave loop conditions as future work

▶ We introduce different bounded semantics to declare the satisfaction relation.
▶ pessimistic
▶ optimistic
▶ halting (optimistic and pessimistic)
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{q, halt}
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3 ¬φ implies K ̸⊨ ¬φ, thus K ⊨ φ
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Bounded Semantics for HyperLTL

Given k and choice of semantics ∗ = pes, opt, hpes, hopt:

For i ≤ k:

(Π, i) ⊨∗
k ∀π.φ iff for all t ∈ Tπ. (Π[π 7→ t], i) ⊨∗

k φ
(Π, i) ⊨∗

k ∃π.φ iff for some t ∈ Tπ. (Π[π 7→ t], i) ⊨∗
k φ

(Π, i) ⊨∗
k aπ iff a ∈ Π(π)(i)

(Π, i) ⊨∗
k ¬aπ iff a ̸∈ Π(π)(i)

(Π, i) ⊨∗
k φ1 ∨ φ2 iff (Π, i) ⊨∗

k φ1 or (Π, i) ⊨∗
k φ2

(Π, i) ⊨∗
k φ1 ∧ φ2 iff (Π, i) ⊨∗

k φ1 and (Π, i) ⊨∗
k φ2

For i < k:

(Π, i) ⊨∗
k φ iff (Π, i + 1) ⊨∗

k φ
(Π, i) ⊨∗

k φ1 U φ2 iff (Π, i) ⊨∗
k φ2, or (Π, i) ⊨

∗
k φ1 and (Π, i + 1) ⊨∗

k φ1 U φ2

(Π, i) ⊨∗
k φ1 R φ2 iff (Π, i) ⊨∗

k φ2, and (Π, i) ⊨∗
k φ1 or (Π, i + 1) ⊨∗

k φ1 R φ2
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Bounded Semantics for HyperLTL

(Π, i) ⊨hpes
k ψ iff (Π, i) ⊨hpes

k halted and (Π, i) ⊨hpes
k ψ

(Π, i) ⊨hpes
k ψ1 U ψ2 iff (Π, i) ⊨hpes

k ψ2

(Π, i) ⊨hpes
k ψ1 R ψ2 iff (Π, i) ⊨hpes

k ψ1 ∧ ψ2,

or (Π, i) ⊨hpes
k halted and (Π, i) ⊨hpes

k ψ2

(Π, i) ⊨hopt
k ψ iff (Π, i) ̸⊨hopt

k halted or (Π, i) ⊨hopt
k ψ

(Π, i) ⊨hopt
k ψ1 U ψ2 iff (Π, i) ⊨hopt

k ψ2, or

(Π, i) ̸⊨hopt
k halted and (Π, i) ⊨hopt

k ψ1

(Π, i) ⊨hopt
k ψ1 R ψ2 iff (Π, i) ⊨hpes

k ψ2

(Π, i) ⊨opt
k ψ iff always happens

(Π, i) ⊨opt
k ψ1 U ψ2 iff (Π, i) ⊨opt

k ψ1 ∨ ψ2

(Π, i) ⊨opt
k ψ1 R ψ2 iff (Π, i) ⊨opt

k ψ2

(Π, i) ⊨pes
k ψ iff never happens

(Π, i) ⊨pes
k ψ1 U ψ2 iff (Π, i) ⊨pes

k ψ2

(Π, i) ⊨pes
k ψ1 R ψ2 iff (Π, i) ⊨pes

k ψ1 ∧ ψ2

For i = k:

▶ Pessimistic semantics pes:

▶ Optimistic semantics opt:

▶ Halting Optimistic semantics hopt:

▶ Halting Pessimistic semantics hpes:
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Logical Relations of the Different Semantics

The allows us to infer the model checking outcome from finite semantics.

Given Kripke structures K , a HyperLTL formula φ and k ≥ 0,
▶ If K ⊨pes

k φ, then K ⊨ φ.
▶ If K ̸⊨opt

k φ, then K ̸⊨ φ.
▶ If K ⊨hpes

k φ, then K ⊨ φ.
▶ If K ̸⊨hopt

k φ, then K ̸⊨ φ.

Theorem
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4. Case Studies and Evaluation

1. Introduction (Hyperproperties and HyperLTL)

2. Bounded Model Checking for HyperLTL

5. Conclusion and Future Work

3. Reducing BMC to QBF Solving
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From Bounded Semantics to Unrolling

For all i ≤ k:

JpπK∗i,k := piπ
J¬pπK∗i,k := ¬piπ
Jψ1 ∨ ψ2K∗i,k := Jψ1K∗i,k∨Jψ2K∗i,k
Jψ1 ∧ ψ2K∗i,k := Jψ1K∗i,k∧Jψ2K∗i,k
Jψ1 U ψ2K∗i,k := Jψ2K∗i,k ∨

(
Jψ1K∗i,k ∧ Jψ1 U ψ2K∗i+1,k

)
Jψ1 R ψ2K∗i,k := Jψ2K∗i,k ∧

(
Jψ1K∗i,k ∨ Jψ1 R ψ2K∗i+1,k

)
JψK∗i,k := JψK∗i+1,k

For a bound k and choice of semantics ∗ = pes, opt, hpes, hopt:

For i = k + 1

JψKpesk+1,k := false JψKoptk+1,k := true

JψKhpesk+1,k := Jhalted Khpesk,k ∧JψKhpesk,k JψKhoptk+1,k := Jhalted Khoptk,k →JψKhoptk,k
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Construct QBF formula for BMC HyperLTL

Given φ a HyperLTL formula of the form φ = QAπA.QBπB . . . . .QZπZ .ψ and a family of
Kripke structures K = ⟨KA,KB , . . . ,KZ ⟩.

▶ Assume bound = k

▶ For each j ∈ Vars(φ), the Boolean transition formula JKjKk for exploring πj up to k is:

JKjKk = Ij(x
0) ∧ Rj(x

0, x1) ∧ Rj(x
1, x2) ∧ Rj(x

2, x3) ∧ . . . ∧ Rj(x
k−1, xk)

▶ Choose semantics sem = pes, opt, hpes, hopt and build the formula unrolling from φ:

JψKsem0,k

▶ The final encoding of the HyperLTL BMC problem in QBF is the following

JK , φK∗k = QAxA.QBxB · · · .QZxZ
(
JKAKk ◦A JKBKk ◦B · · · JKZ Kk ◦Z JψK∗0,k

)
where ◦j = ∧ if Qj = ∃, and ◦j =→ if Qj = ∀, for j ∈ Vars(φ).
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Construct QBF formula for BMC HyperLTL (example)

φ = ∀πA.∃πB .(pπA
↔ pπB

)

▶ The final encoding of the HyperLTL BMC problem in QBF is the following

JK , φK∗k = QAxA.QBxB · · · .QZxZ
(
JKAKk ◦A JKBKk ◦B · · · JKZ Kk ◦Z JψK∗0,k

)
where ◦j = ∧ if Qj = ∃, and ◦j = → if Qj = ∀, for j ∈ Vars(φ).

the encoding is

JK , φKpes3 = ∀xA ∃xB .
(
JKAK3 → (JKBK3 ∧ JψKpes0,3 )

)

▶ For example, for k = 3, pes semantics and formula:

three copies of
vars for KA three copies of

vars for KB
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Logical Relations of the Different Semantics

The allows us to use a QBF solver on a finite unrolling for BMC HyperLTL.

Given Kripke structures K , a HyperLTL formula φ and k ≥ 0,
▶ If K ⊨pes

k φ, then K ⊨ φ.
▶ If K ̸⊨opt

k φ, then K ̸⊨ φ.
▶ If K ⊨hpes

k φ, then K ⊨ φ.
▶ If K ̸⊨hopt

k φ, then K ̸⊨ φ.

Theorem

Given Kripke structures K , a HyperLTL formula φ and k ≥ 0,
▶ If JK , φKpesk is SAT then K ⊨pes

k φ.
▶ If JK , φKoptk is UNSAT then K ̸⊨opt

k φ.

▶ If JK , φKhpesk is SAT then K ⊨hpes
l φ.

▶ If JK , φKhoptk is UNSAT then K ̸⊨hopt
k φ.

Theorem
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2. Reducing BMC to QBF Solving

1. Bounded Model Checking for HyperLTL

4. Conclusion and Future Work

3. Case Studies and Evaluation
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▶ Noninterference states that low-security
variables are independent from high-security
variables, thus preserving secure
information-flow.

▶ High-variable: PIN, Low-variable: Result.

where halted = (haltπA
∧ haltπB

).

φNI = ∀πA.∃πB .
PINπA

̸= PINπB

∧

¬halted U
(

halted ∧
ResultπA

= ResultπB

)


▶ We were able to falsify a in incorrect version by
discovering a counterexample using hpes
semantics.

▶ We were able to verify a correct version using
hopt semantics.
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Case Study : Linearizability in SNARK

▶ SNARK is a concurrent implementation of a
double-ended queue.

φLIN = ∀πA.∃πB .(historyπA
↔ historyπB

)

▶ Two counterexamples that are not linearizable
can be found using pes semantics.

Bug1: A pop operation can return empty
when the queue is not empty.

P1:
popRight()

P2:
pushRight() popLeft()

Bug2: A node can be removed twice

P1:
popRight()

P2:

P3:
popLeft()

pushRight() popLeft() popRight()
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Case Study: Robot Planning

The shortest path reaches the goal before
any other path

An initial-state robust plan reaches the
goal from an arbitrary initial state.

φSP = ∃πA.∀πB .(¬goalπB
U goalπA

) φRB = ∃πA.∀πB .
(strategyπB

↔ strategyπA
)U

(goalπA
∧ goalπB

)

We leverage on the leading existential quantifier to solve synthesis problem for robotic
path planning. The witness of ∃ is a traces that fulfills the given requirement.
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Summary of Performance

# Model K Formula bound k |AP∗| QBF semantics genqbf [s] QuAbS [s] Total [s]

0.1 Bakery.3proc φS1 7 27 SAT pes 0.44 0.04 0.48 ✗

0.2 Bakery.3proc φS2 12 27 SAT pes 1.31 0.15 1.46 ✗

0.3 Bakery.3proc φS3 20 27 UNSAT opt 2.86 4.87 7.73 ✓

1.1 Bakery.3proc φsym1 10 27 SAT pes 0.86 0.11 0.97 ✗

1.2 Bakery.3proc φsym2 10 27 SAT pes 0.76 0.17 0.93 ✗

1.3 Bakery.5proc φsym1 10 45 SAT pes 23.57 1.08 24.65 ✗

1.4 Bakery.5proc φsym2 10 45 SAT pes 29.92 1.43 31.35 ✗

2.1 SNARK-bug1 φLIN 26 160 SAT pes 88.42 383.60 472.02 ✗

2.2 SNARK-bug2 φLIN 40 160 SAT pes 718.09 779.76 1497.85 ✗

3.1 3-Thread incorrect φNI 57 31 SAT h-pes 19.56 46.66 66.22 ✗

3.2 3-Threadcorrect φNI 57 31 UNSAT h-opt 23.91 33.54 57.45 ✓

4.1 NRP : Tincorrect φFairness 15 15 SAT h-pes 0.10 0.27 0.37 ✗

4.2 NRP : Tcorrect φFairness 15 15 UNSAT h-opt 0.08 0.12 0.20 ✓

5.1 Shortest Path

(see next table)

sy
n
th
es
is

5.2
Initial State
Robustness

6.1 Mutant φmut 8 6 SAT h-pes 1.40 0.35 1.75

Performance of HyperQube. ✓ denotes satisfaction, and ✗ denotes violation of the
formula. AP∗ is the set of Boolean variables encoding K .
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Summary of Performance

HyperQube [5]

Formula grid size bound k |AP∗| genqbf [s] QuAbS [s] Total [s] gensmt [s] Z3 [s] Total[s]

φsp

102 20 12 1.30 0.57 1.87 8.31 0.33 8.64
202 40 14 4.53 12.16 16.69 124.66 6.41 131.06
402 80 16 36.04 35.75 71.79 1093.12 72.99 1166.11
602 120 16 105.82 120.84 226.66 4360.75 532.11 4892.86

φrb

102 20 12 1.40 0.35 1.75 11.14 0.45 11.59
202 40 14 15.92 15.32 31.14 49.59 2.67 52.26
402 80 16 63.16 20.13 83.29 216.16 19.81 235.97

Path planning for robots and comparison to [5]. All cases use the halting pessimistic
semantics and QBF solver returns SAT, meaning successful path synthesis.

5 Y. Wang, S. Nalluri, and M. Pajic. Hyperproperties for Robotics: Planning via HyperLTL. ICRA 2020: 8462-8468
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Exercises

1. Consider a system K such that:

K ⊨ ∀π.∃π′.(¬pπ′) U (pπ ∧ ¬pπ′)

Can you say something about |Traces(K )| (the cardinality of the set of traces of K )?

How about if (KA,KB) (where KA and KB can be different systems)?

2. Consider the following structures:

Decide whether (K ,K ) ⊨ ∃π.∀π′.(aπ ↔ aπ′). What is the bound for k to prove this?
Which semantics?

K

s0 s1 s2

a a ¬a

3. Prove that if one has a model-checking algorithm for multi-model semantics
(K ,K ′) ⊨ φ one can build a model checking algorithm for single model semantics K ⊨ φ
(and vice-versa).


