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Asynchronous Extensions of HyperLTL

[ Baumeister, Coenen, Bonakdarpour, Finkbeiner and Sánchez.
“A Temporal Logic for Asynchronous Hyperproperties.” CAV’21. ]

[ Bozzelli, Peron, and Sánchez.
“Asynchronous Extensions of HyperLTL.” LICS’21 ]

[ Gutsfeld, Müller-Olm and Ohrem.
“Automata and fixpoints for asynchronous hyperproperties.” POPL’21 ]
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Asynchronous Extensions of HyperLTL

[ Baumeister, Coenen, Bonakdarpour, Finkbeiner and Sánchez.
“A Temporal Logic for Asynchronous Hyperproperties.” CAV’21. ]

▶ A-HyperLTL Asynchronous HyperLTL

[ Bozzelli, Peron, and Sánchez.
“Asynchronous Extensions of HyperLTL.” LICS’21 ]

▶ HyperLTLS Stuttering HyperLTL
▶ HyperLTLC Context HyperLTL

[ Gutsfeld, Müller-Olm and Ohrem.
“Automata and fixpoints for asynchronous hyperproperties.” POPL’21 ]

▶ Hµ a temporal fix-point calculus for hyperproperties
▶ nAAWA asynchronous alternating automata
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[BCBFS, CAV’21]



5/24

Asynchronous HyperLTL

on

on

All executions have the light on at the same time.

∀π.∀π′.(onπ ↔ onπ′)

π π′

scheduler delay

on

off off

on on on on

off

offon

off off off

▶ Trajectories determine when traces makes progress

t(0) = {π, π′} t(1) = {π′} t(2) = {π, π′} t(3) = {π}

▶ Asynchronous HyperLTL (HyperLTL) adds trajectories to HyperLTL

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ E .ψ

∣∣ A.ψ
ψ ::= aπ

∣∣ ψ ∣∣ ψ ∣∣ ψ ∣∣ ψ U ψ
∣∣ ψ R ψ

[BCBFS, CAV’21]



5/24

Asynchronous HyperLTL

on

on

All executions have the light on at the same time.
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▶ Trajectories determine when traces makes progress

t(0) = {π, π′} t(1) = {π′} t(2) = {π, π′} t(3) = {π}

▶ Asynchronous HyperLTL (HyperLTL) adds trajectories to HyperLTL

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ E .ψ

∣∣ A.ψ
ψ ::= aπ

∣∣ ψ ∣∣ ψ ∣∣ ψ ∣∣ ψ U ψ
∣∣ ψ R ψ

∀π.∀π′.E .(onπ ↔ onπ′)

[BCBFS, CAV’21]
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Asynchronous HyperLTL (A-HLTL)

φ ::= ∀π.φ
∣∣ ∃π.φ

∣∣ ψ
∣∣ α

α ::= Eψ
∣∣ Aψ

ψ ::= pπ
∣∣ ψ ∨ ψ

∣∣ ¬ψ
∣∣ ψ ∣∣ ψ U ψ

[BCBFS, CAV’21]

▶ Syntax:
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Asynchronous HyperLTL (A-HLTL)

φ ::= ∀π.φ
∣∣ ∃π.φ

∣∣ ψ
∣∣ α

α ::= Eψ
∣∣ Aψ

ψ ::= pπ
∣∣ ψ ∨ ψ

∣∣ ¬ψ
∣∣ ψ ∣∣ ψ U ψ

where E (exists) and A (forall) refer to “trajectories”

a trajectory is sequence of moves for each trace

π

π′

[BCBFS, CAV’21]

▶ Syntax:
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Pointed trace assignment Π Π : Vars(φ)⇀ Traces(K )× N

▶ Syntax:

▶ Semantics:
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Pointed trace assignment Π Π : Vars(φ)⇀ Traces(K )× N

Trajectories TRAJ = {t : N → 2Vars(φ) | fair(t)}
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Pointed trace assignment Π Π : Vars(φ)⇀ Traces(K )× N

Trajectories TRAJ = {t : N → 2Vars(φ) | fair(t)}

fair(t): for all π ∈ Vars(φ) and i , there is j > i with π ∈ t(j)

Successor (Π, t, j)⊕ 1 = (Π′, t, j + 1)

Π′(π) =

{
Π(π) + 1 if π ∈ t(j)

Π(π) if π /∈ t(j)

▶ Syntax:

▶ Semantics:
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Asynchronous HyperLTL (A-HLTL)

φ ::= ∀π.φ
∣∣ ∃π.φ

∣∣ ψ
∣∣ α

α ::= Eψ
∣∣ Aψ

ψ ::= pπ
∣∣ ψ ∨ ψ

∣∣ ¬ψ
∣∣ ψ ∣∣ ψ U ψ

[BCBFS, CAV’21]

▶ Syntax:

▶ Semantics:

Π ⊨T ∀π.φ iff for all σ ∈ T . Π[π 7→ (σ, 0)] ⊨T φ
Π ⊨T ∃π.φ iff for some σ ∈ T . Π[π 7→ (σ, 0)] ⊨T φ

Π ⊨T Eψ iff for some t ∈ TRAJ.(Π, t, 0) ⊨ ψ
Π ⊨T Aψ iff for all t ∈ TRAJ.(Π, t, 0) ⊨ ψ

(Π, t, i) ⊨T aπ iff a ∈ σ(j) where Π(π) = (σ, j)
(Π, t, i) ⊨T φ iff (Π, t, i)⊕ 1 ⊨T φ
(Π, t, i) ⊨T ¬φ iff (Π, t, i) ̸⊨T φ
(Π, t, i) ⊨T φ1 ∨ φ2 iff (Π, t, i) ⊨T φ1 or (Π, t, i) ⊨T φ2

(Π, t, i) ⊨T φ1 ∧ φ2 iff (Π, t, i) ⊨T φ1 and Π ⊨T φ2

(Π, t, i) ⊨T φ iff for all j ≥ 0 : (Π, t, i)⊕ j ⊨T φ
(Π, t, i) ⊨T φ iff for some j ≥ 0 : (Π, t, i)⊕ j ⊨T φ
(Π, t, i) ⊨T φ1 U φ2 iff for some j ≥ 0 : (Π, t, i)⊕ j ⊨T φ2

and for all k < j :(Π, t, i)⊕ k ⊨T φ1
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Examples of A-HLTL

▶ Linearizability:

φLNZ
def
= ∀π.∃π′.E.(historyπ ↔ historyπ′)
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def
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l∈Σpcp

(lπw ̸↔ lπv )

K:
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i
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φword
def
= (lcπw ↔ lcπv ) ∧

∨
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(lπw ̸↔ lπv )

K:

PCP does not hold if and only if K ⊨ φpcp

Theorem
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Asynchronous HyperLTL Decidable Fragment (1)

Formulas of the form
∀π1. . . . .∀πn.E.φ

where φ is Boolean combination of:

▶ State formulas
▶ Temporal formulas over one path only (and without )
▶ One phase formula


∧
p∈P

pπ ↔ pπ′
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Asynchronous HyperLTL Decidable Fragment (1)

Formulas of the form
∀π1. . . . .∀πn.E.φ

where φ is Boolean combination of:

▶ State formulas
▶ Temporal formulas over one path only (and without )
▶ One phase formula


∧
p∈P

pπ ↔ pπ′

▶ Main idea:
▶ allow every state in K to stutter
▶ reduce interesting traces to traces that align properly (in a modified formula)

∀π1. . . . .∀πn.fair → (phase ∧ align → (
∧
p∈P

pπ ↔ pπ′))

▶ Example:

∀π.∀π′.E.(
∧
i∈I

iπ ↔ iπ′) → (
∧
o∈O

oπ ↔ oπ′)

▶ A variation of the algorithm allows to handle

∃π1. . . . .∃πn.E.φ
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Asynchronous HyperLTL Decidable Fragment (2)

Formulas of the form
Qπ1. . . . .Qπn.E.φ

where φ is Boolean combination of:

▶ State formulas
▶ One phase formula over only one P
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Asynchronous HyperLTL Decidable Fragment (2)

Formulas of the form
Qπ1. . . . .Qπn.E.φ

where φ is Boolean combination of:

▶ Main idea:
▶ accelerate K to jump to the phase changes

▶ State formulas
▶ One phase formula over only one P

▶ Goguen and Meseguer’s noninterference (GMNI):

φGMNI
def
= ∀π.∃π′.E.(λπ′) ∧ (loπ ↔ loπ′)
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Stuttering HyperLTL (HyperLTLS)

▶ The temporal modalities are parameterized by finite sets Γ of LTL formulas.

▶ The semantics of a temporal modality with a subscript Γ is based on a notion of
non-local successor of the current position i of an individual trace that points to
the first position j > i , if any, having a valuation of formulas in Γ different from
that at i .

▶ Modalities are evaluated along sub-traces of the given traces obtained by removing
“redundant” positions w.r.t. the pointwise evaluations of the LTL formulas in Γ.

▶ Framework useful in information-flow security settings where an observer is not-time
sensitive: the observer cannot distinguish consecutive time points along an execution
having the same observation.

▶ This requires asynchronously matching sequences of observations along distinct
execution traces.

[BPS, LICS’21]
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Stuttering HyperLTL (HyperLTLS)

Quantifiers with trace variables: ∀x .φ ∃x .φ

Syntax:
φ ::= ∀x .φ

∣∣ ∃x .φ
∣∣ ψ

ψ ::= pπ
∣∣ ψ ∨ ψ

∣∣ ¬ψ
∣∣ Γψ

∣∣ ψ UΓ ψ

where Γ is a set of LTL formulas.

▶ Modalities are evaluated on sub-traces removing “redundant” positions.

▶ Γ successor points to the first position that differs on Γ

[BPS, LICS’21]
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[BPS, LICS’21]
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Stuttering HyperLTL: relativized non-local successor

(p U q) relativized successors:

p p p p q r r r q
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Stuttering HyperLTL: relativized non-local successor

(p U q) relativized successors:

(p U q): T T T T T F F F T

p p p p q r r r q

Given (σ, i), the Γ-relativized successor succΓ(σ, i) is j such that:
▶ j is the next position for which for some ψ ∈ Γ, (σ, i) ⊨ ψ ↔ (σ, j) ̸⊨ ψ;
▶ otherwise, j = i + 1.

Let Γ be a set of LTL formulas.
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Stuttering HyperLTL: non-regular quantifier-free formulas

For example, the language

L = {(pk(pp)npω, p(pp)npω) | k, n ≥ 1}

is not regular and can by easily expressed by a two-variable quantifier-free formula.

The following holds for stuttering HyperLTL:
▶ one variable quantifier-free formulas are expressively equivalent to LTL, but
▶ arbitrary quantifier-free formulas are more expressive that LTL and can express

non-regular properties

Theorem
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Stuttering HyperLTL: examples of specifications

Information-flow specifications: in an asynchronous setting, a user cannot infer that a
transition occurred if its observations remain unchanged. Steps observed by a user do not
correspond to the same number of steps in different executions.

LO describes outputs of low users and p∅ characterizes absence of high input.

▶ Goguen and Meseguer’s noninterference (GMNI):

φGMNI
def
= ∀π.∃π′.λπ′ ∧ LO

∧
p∈LO

(pπ ↔ pπ′)
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Information-flow specifications: in an asynchronous setting, a user cannot infer that a
transition occurred if its observations remain unchanged. Steps observed by a user do not
correspond to the same number of steps in different executions.

LO describes outputs of low users and p∅ characterizes absence of high input.

▶ Observational determinism [Zdancewic & Myers 03]: traces which have the same
initial low inputs (LI ) are indistinguishable to a low user.

∀π.∀π′.
∧
p∈LI

(pπ ↔ pπ′) → LO

∧
p∈LO

(pπ ↔ pπ′)

▶ Goguen and Meseguer’s noninterference (GMNI):

φGMNI
def
= ∀π.∃π′.λπ′ ∧ LO

∧
p∈LO

(pπ ↔ pπ′)
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Stuttering HyperLTL: undecidability and decidable fragment

By a reduction from the Post’s Correspondence Problem, we prove:

Model checking for Stuttering HyperLTL is undecidable:
▶ even for the alternation-free fragment where temporal modalities just use two sets

of subscripts: one is empty and the other one has only atomic propositions.

Theorem (Undecidability of model checking)

Decidable Fragment: Simple Stuttering HyperLTL
For each quantifier-free formula ψ, there is a finite set Γψ of LTL formulas such that ψ is
a Boolean combinations of:

▶ one variable formulas, and
▶ formulas with temporal modalities having subscript Γψ.
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Simple Stuttering HyperLTL

Simple Stuttering HyperLTL can express interesting asynchronous security properties (the
previous examples on noninterference and observational determinism are in the fragment)
and unbounded/bounded time requirements.

▶ The logic is more expressive than HyperLTL and its quantifier-free formulas can
express non-regular properties.

▶ Model checking is decidable with the same complexity as HyperLTL.

Theorem (Results on Simple Stuttering HyperLTL)
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Context HyperLTL (HyperLTLC)

Quantifiers with trace variables: ∀π.φ ∃π.φ

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ ψ

ψ ::= pπ
∣∣ ψ ∨ ψ

∣∣ ¬ψ
∣∣ ψ ∣∣ ψ U ψ

∣∣ ⟨C ⟩ψ

where C = {π1, π2, . . .} is a subset of the trace vars of φ.

▶ ⟨C ⟩ restricts the temporal progress to the variables in C

▶ similar to stopwatch automata where the clocks can be stopped and resumed

▶ Express complex combinations of asynchronous and synchronous

[BPS, LICS’21]
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Context HyperLTL: semantics of quantifier-free formulas

A shift of h steps of a trace assignment Π over a context C ⊆ {π1, . . . , πn} is
Π⊕C h = Π′ where

Π′(π) =

{
(σ, j + h) = if Π(π) = (σ, j) and π ∈ C

(σ, j) = if Π(π) = (σ, j) and π /∈ C

▶ Semantics:

Π ⊨ ∀π.φ iff for all σ ∈ T . (Π[π 7→ (σ, 0)],Vars(φ)) ⊨ φ
Π ⊨ ∃π.φ iff for some σ ∈ T . Π[π 7→ (σ, 0)],Vars(φ)) ⊨ φ

(Π,C ) ⊨ ⟨C ′⟩ψ iff (Π,C ′) ⊨ ψ
(Π,C ) ⊨ aπ iff a ∈ σ(j) where Π(π) = (σ, j)
(Π,C ) ⊨ φ iff (Π,C )⊕C 1 ⊨ φ
(Π,C ) ⊨ ¬φ iff (Π,C ) ̸⊨ φ
(Π,C ) ⊨ φ1 ∨ φ2 iff (Π,C ) ⊨ φ1 or (Π,C ) ⊨ φ2

(Π,C ) ⊨ φ1 ∧ φ2 iff (Π,C ) ⊨ φ1 and (Π,C ) ⊨ φ2

(Π,C ) ⊨ φ iff for all j ≥ 0 : (Π,C )⊕C j ⊨ φ
(Π,C ) ⊨φ iff for some j ≥ 0 : (Π, i)⊕C j ⊨ φ
(Π,C ) ⊨ φ1 U φ2 iff for some j ≥ 0 : (Π,C )⊕C j ⊨T φ2

and for all k < j :(Π,C )⊕C k ⊨T φ1
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Context HyperLTL: semantics of quantifier-free formulas

Bounded-time requirements

▶ Local bounded-time response: for every trace there is a bound k such that each
request q is followed by a response p within k steps.

∀π.∀π′.
[
qπ ∧

∧
r∈AP

(rπ ↔ rπ′
]
−→

⟨{π′}⟩
(

qπ′ ∧ ⟨{π}⟩
(

qπ →
⟨{π, π′}⟩(¬pπ′ U pπ)

) )
π and π′ refer to the same trace: context modalities used to synchronously compare
distinct segments (request-response intervals) of the same trace.

▶ Global promptness (in the style of prompt LTL): checking for a uniform bound k on
the response time in all the traces of the system.

By a variant of the previous formula: by replacing the prefix ∀π.∀π′ with ∃π′∀π and
by removing the equality constraint on the traces for π and π′.
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Context HyperLTL: undecidability and investigated fragment

Model checking for Context HyperLTL is undecidable even for the following fragments:
▶ two-variable alternation-free fragment,
▶ two-variable fragment with quantifier alternation depth 1 and the unique temporal

modality in the scope of a non-global context is .

Theorem(Undecidability of model checking)

By a reduction from the halting problem of Minsky 2-counter machines.

Proof

Decidable Fragment: Bounded Context HyperLTL

The unique temporal modality occurring in a non-global context is the next modality .
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Bounded Context HyperLTL

Subsumes HyperLTL

Restricted form of asynchronicity: allows to compare traces at different time points whose
distances are bounded.

▶ Model checking is decidable and exponentially harder than HyperLTL model
checking. For a fixed quantifier alternation depth d ≥ 0,

▶ it is (d + 1)-EXPSPACE-complete, and

▶ for a fixed formula, (d − 1)-EXPSPACE-complete if d ≥ 1 and
NLOGSPACE-complete otherwise.

Theorem(Model checking for Bounded context HyperLTL)
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Fix-point calculus Hµ and automata nAAWA

Quantifiers with trace variables: ∀x .φ ∃x .φ

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ ψ

∣∣ ψ
ψ ::= pπ

∣∣ πψ ∣∣ ψ ∨ ψ
∣∣ ¬ψ

∣∣ µX .ψ

so each trace progresses independently π.

[GMO, POPL’21]
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Fix-point calculus Hµ and automata nAAWA

Quantifiers with trace variables: ∀x .φ ∃x .φ

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ ψ

∣∣ ψ
ψ ::= pπ

∣∣ πψ ∣∣ ψ ∨ ψ
∣∣ ¬ψ

∣∣ µX .ψ

so each trace progresses independently π.

▶ nAAWA (n-trace Asynchronous Alternating Word Automata)

▶ Parity acceptance condition
▶ δ : Q × Σ → B+(Q, n)

[GMO, POPL’21]
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Fix-point calculus Hµ and automata nAAWA

Quantifiers with trace variables: ∀x .φ ∃x .φ

Syntax:
φ ::= ∀π.φ

∣∣ ∃π.φ
∣∣ ψ

∣∣ ψ
ψ ::= pπ

∣∣ πψ ∣∣ ψ ∨ ψ
∣∣ ¬ψ

∣∣ µX .ψ

so each trace progresses independently π.

▶ nAAWA (n-trace Asynchronous Alternating Word Automata)

▶ Parity acceptance condition
▶ δ : Q × Σ → B+(Q, n)

SAT and MC for Hµ and nAAWAis Σ1
2-hard.

Theorem [GMO,POPL21]

[GMO, POPL’21]
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