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Introduction

* In the last two lectures we apply the methodology previously
described, based on components and interfaces, for formally
modelling and verifying microservice-oriented architectures
based on containers

* We introduce a formal model of these architectures, based on
bigraphs

 This model supports the implementation of tools for the
verification of security properties of containerized applications
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Microservice-oriented architectures...

* Microservice-oriented architecture

> Modern applications are built by (50'“;“
composing microservices through '
interfaces

> Distributed, component-based

Recommendation
> Flexible, scalable, supporting et

dynamic deployment and
reconfiguration, agile
programming, etc.

Discovery
Service
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... and containers

« Containers are a lighter, more efficient alternative to Virtual Machines
« Ensure execution separation leveraging kernel namespaces and cgroups in the host OS
» Containers offer:

 Fine granularity services
and components

e Clear definition of interfaces

 Support for service and
component composition Yhi=

» Simpler horizontal and
vertical scalability

» Widely used for Microservice-oriented
Architectures, especially in the Cloud

Containers vs. VMs

Containers are isolated,
but share OS and, where
appropriate, bins/libraries

Container -

Docker Engine

Host OS

Server

Server




Containers enforce weaker separation than VMs

 Applications can be composed by
hundreds or thousands of containers

* A cloud provider often runs many
applications (possibly from different
clients) on the same infrastructure

« Connecting and coordinating containers
into a complete working system is not
trivial

* Violating security goals and policies
through misconfigurations is easy
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Vertical vs Horizontal Composition

« Containers can be composed to
form larger systems

L 4 &>
* Two different compositions: Ngﬂ‘ rgs
 Vertical®: containers can be (80 (6379)
filled with application & N
specific code, processes... MysaL
and containers can be put (3306)

inside pods =

« Horizontal*: containers are i *' ‘

on a par, and communicate -
through channels (sockets,
APIl), volumes, networks

* = my naming, not official

Elasticsearch — Logstash — Kibana (81)




EWSCS 2025 3 - Modeling and Verifying Container-based Applications - 1

Containers can be filled with libraries, code, data...

» Dockerfiles: recipes to build images.
Example: apk add —-—-no-cache python2 g++ make
e Start from an existing image

* Run any command, e.g. to extend the
image with any needed package

* Install programmer’s specific code

* Define the entry point command (what
to execute when the container is
launched)

» Declare exposed ports (interfaces)
* These recipes are fed to docker build

* Result: a new image, which can be run in a
container, or used as basis for further builds

* (We will not discuss dockerfiles in this
lectures; other work in progress)

yarn ——production




» Composition is defined by YAML files
declaring

 (Virtual) Networks
* Volumes (possibly shared)
» For each container
« Name
Images
Networks which are connected to
Port remapping for exposed services
Volumes
Links between services

 Configuration file is fed to a tool (e.g.,
docker compose) which downloads images,
creates containers, networks, connections,
etc. and launches the system

networks:
- front

datavolume:
external: true




What if a composition configuration is not correct?

front back

Let’s save admin
password in
/data/passwd

errors, which may lead to problems
Oops! I’'m leaking )
and logger?? user data to pma
network

during composition, or (worse) at
runtime. E.g.:
« A container may try to access a
 Security policies violations, e.g. sharing networks or volumes which
should not (or only in a controlled way) leading to information leaks
 Dynamic reconfiguration can break properties previously valid

» A configuration may contain several .
missing services, or a service
which is not connected to by a
« Container’s images can be updated at runtime (e.g. for bug fixing)
» Adding or removing containers to an existing and running system
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What if a composition configuration is not correct?

» Actual composition tools check only very basic aspects
« Common approach: try-and-error
* Expensive
* Slow
* Not scalable -
Error Found!
* Not safe enough
* Not acceptable in critical situations

 We aim to analyze, verify (and possibly manipulate) container
configurations before executing the system (static analysis)
and/or at runtime
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Solid tools need solid theoretical foundations

« We need tools for analyzing, verifying (and possibly manipulate) container
configurations, before executing the system (static analysis), or at runtime

* We need a formal model of containers and services composition
« This model should support:

« Composition and nesting of components

» Dynamic reconfiguration

» Different granularities of representation

 Flexibility (can be adapted to various aspects)

* Openness (we may need to add more details afterwards)

Bigraphs (Milner, 2003): “a general (meta)model for distributed

communicating systems, supporting composition and nesting.”




Quick intro to bigraphs

A bigraph combines two graph structures based
on the same node set: /\

* Place graph: a forest describing the nesting of /“0 . \
the nodes (the mereology of the system). Roots o vs
are regions, leaves can be nodes or holes / \
(sites), where other bigraphs can be grafted sites ... 0 1 >

* Link graph: a hypergraph describing the
connectivity of nodes. Outer names and inner Yo y1 ...outer names
names, represented as open links. : ‘-

« Each node has a fixed number of connections
(ports), according to a given signature.
Node shapes are visually useful, but not -
formally meaningful. ro w1 ...innernames




Quick intro to bigraphs

bigraph
G: (m,X)—(n,Y)

place graph

GP:m—n

link graph
G X—>Y

roots ... 0 1 ...outer names

sites ... 0 1 0 x1 ...lnner names

Each bigraph has
e outer interfaces: roots with exposed names, to be connected
e inner interface: sites where other components can be connected
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Bigraphs can be composed - vertically and horizontally

Horizontal composition: “putting things along”

Vertical composition: If H: X=Yand G : Y—=Z, then GoH : X—=Z is
defined and obtained by grafting place graphs and connecting links.
Example:

Ry
i PC% /
7\

_________________

\-—--—-'/
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Tools and libraries for bigraphs

 BigraphER (https://uog-bigraph.bitbucket.io/): a modelling
BigraphER and reasoning environment for bigraphs providing an
efficient implementation of rewriting, simulation, and
visualisation

 Bigraph Framework (https://bigraphs.org/): a framework
written in Java for the manipulation and simulation of
bigraphical reactive systems

\

A * jLibBig (https://bigraphs.github.io/jlibbig/): a Java library

)O\ . providing efficient and extensible implementation of
/\ & bigraphical reactive systems for (directed) bigraphs

 And some others

/
I
\



https://uog-bigraph.bitbucket.io/
https://bigraphs.org/
https://bigraphs.github.io/jlibbig/
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Local direct bigraphs [Burco, Peressotti, M., ACM SAC 2020]

* For containers, we have introduced
local directed bigraphs, where

* Nodes have assigned a type,
specifying arity and polarity
(represented by different
shapes) and can be nested

* Sites represent “holes” which
can be filled with other bigraphs

* Arcs can connect nodes to nodes
(respecting polarities) or to
names in internal and external
interfaces (with locality) Internal Interface
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Local directed bigraphs — more formally

* A (polarized) interface (with localities) is a list of pairs of finite
sets of names

[Global names Local names (a pair for each locality) }

X : <(X(—)|_7X0_)7(Xi|_7X1_)’7(X7_1F7X7;)>

XtTE2HX X 2WHX,  width(X)£n

/\ =1 /\ 1=1

[Ascending names } [Descending names }

* Interfaces can be juxtaposed:

X®Y é <(X(3|_ L'-"JYVO_Fa)(O_ H'JYO_)a(Xf_le_)a"-7(X7_7,|_7X7;)7(Y1+7Y1_)7"°7(Y+ Y_)>

m»—m
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Local interfaces are everywhere

 This system has an interface (on this side) of
width=24

» Each locality (i.e. each socket) has many
wires, that is, names

» Ascending names = wires accessing
resources outside the PC

* Descending names = wires giving access to
resources inside the PC

» Each locality is for accessing external
resources (e.g. energy, mike, network,
keyboard, mouse...), or to provide access to
internal resources (e.g. PCle), or both
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Local directed bigraphs — more formally

* A signature K = {c,c,, ...}is a set of controls, i.e. pairs ¢; = (n",n;)

« Each control is the type of basic components, specifying inputs
(positive part) and outputs (negative part)

* Notice: direction of arrows represents
“access” or “usage”, not “information flow”
(somehow dual to string diagrams for monoidal cats)

 Figure aside: a graph representing a system
that accesses to some internal service over X,
some external service over z,
and provides services over X,y

|

|
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Containers are modeled as local directed bigraphs

e Container = local directed ot ot e
bigraph whose interfaces ... ;}} ___________ ATJZT
contain the name of the Volume--....... i
container, the exposed ports, Z
required volumes and SRR Y 9
networks, etc.

* This is not only a picture,
but the graphical
representation of two
interfaces and a morphism in
the category Ldb(Kcont)

"+ Nets

_____________________________

Contéi’;wer
B . <({ }9 {})’ ({Sla S2’ lina lén}’ {rl})> — <({ }9 {}7 ({I’ll,l’l2, Vv, lloms ZQOW}a {p19p29p39 C}))>



