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Local directed bigraphs — more formally 

• A (polarized) interface (with localities) is a list of pairs of finite 
sets of names 

• Interfaces can be juxtaposed: 

3
Bigrafi diretti con località

In questo capitolo verranno introdotti i bigrafi diretti con località estendendo i concetti di bigrafo diretto
[?] e di bigrafo con località [?]. A questo scopo è necessario fissare alcune notazioni.

D’ora in avanti ci si riferirà all’operazione di unione disgiunta
v

con la seguente definizione: siano A

e B due insiemi di nomi. Ogni nome b œ B|÷a œ A, a = b subisce una rinomina (ad esempio, sia “link”
un nome presente in entrambi gli insiemi, potrebbe essere rinominato in “linkb” nel secondo insieme).
Sia B

Õ l’insieme B in seguito alle rinomine.
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Õ

3.1 Categoria dei bigrafi diretti con località
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Local directed bigraphs — more formally 

• A signature                      is a set of controls, i.e. pairs   

• Given two interfaces , a local directed bigraph                  
is a tuple 
 
where 
• V = finite set of nodes 
• E = finite set of edges 
•                    = control map: assigns each node a type, that is a 

number of inward and outward ports 
• prnt: tree-like structure between nodes, sites and roots 
• link: directed graph connecting nodes’ ports and names in 

interfaces (respecting polarity)

ci = (n+
i , n∀

i )
I, O B : I ⟹ O

B = (V, E, ctrl, prnt, link)

ctrl : V ⟹ K

K = {c1, c2, …}
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Local directed bigraphs — more formally 

• Let K be a fixed signature, and X, Y, Z three interfaces. 
• Given two bigraphs                                 , their composition is 

 
 
defined by “filling the holes and connecting the wires” as expected 

• Yields a monoidal category (Ldb(K),⊗,0) 

• Objects: local directed interfaces 
• Arrows: local directed bigraphs 
• Tensor: juxtaposition  

• Enjoys nice properties of bigraphs (RPOs, IPOs, etc.)

B1 : X ⟹ Y, B2 : Y ⟹ Z
B2 ⃗ B1 = (V, E, ctrl, prnt, link) : X ⟹ Z
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A signature for containers

• Controls to represent main elements of a container 
 
 
Kcont = 
 

• shapes are only for graphical rendering 
• (nodes are subject to some sorting conditions) 

• Can be extended with other controls as needed 
(achieving flexibility and openness) 
• Changing signature = change of base in fibred category

14 4. Formalizzazione dei Container come Bigrafi diretti con località

version : ’2’
services :

wp:
image: wordpress
links:

- db
ports:

- "8080:80"
networks :

- front
volumes :

- datavolume :/ var/www/data:ro
db:

image: mariadb
expose :

- "3306"
networks :

- front
- back

pma:
image: phpmyadmin / phpmyadmin
links:

- db:mysql
ports:

- "8181:80"
volumes :

- datavolume :/ data
networks :

- back
networks :

front :
driver : bridge

back:
driver : bridge

volumes :
datavolume :

external : true

Codice 4.1: Un esempio di docker-compose.yml

(a) Container

proc

(b) Processo
(c) Richiesta

(d) Rete
(e) Volume

Figura 4.1: Rappresentazione grafica della segnatura.

process

container
request

network
volume

…

Read    Write
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Containers are modeled as local directed bigraphs

• Container = local directed 
bigraph whose interfaces 
contain the name of the 
container, the exposed ports, 
required volumes and 
networks,  etc. 
• This is not only a picture, 

but the graphical 
representation of two 
interfaces and a morphism in 
the category Ldb(Kcont)

18 4. Formalizzazione dei Container come Bigrafi diretti con località
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Figura 4.3: Un esempio di bigrafo di un Container.
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Figura 4.4: Esempio di bigrafo per composizione.

Nets

Container
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Site

B : ⇒({}, {}), ({s1, s2, lin
1 , l in

2 }, {r1})∨ ⟹ ⇒({}, {}, ({n1, n2, v, lout
1 , lout

2 }, {p1, p2, p3, C}))∨
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And composition is another bigraph

• The YAML configuration file 
for docker compose 
corresponds to a deployment 
bigraph specifying volumes, 
networks, name and port 
remapping, etc.

22 4. Formalizzazione dei Container come Bigrafi diretti con località
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Figura 4.5: Esempio di composizione.

4.4.2 Condivisione di reti

Altra possibile situazione di errore è quella in cui si e�ettua una links tra due container, ma questi non
condividono nessuna rete. In questo caso dev’essere riportato un errore all’utente. L’esecuzione in questo
caso produrrebbe dei risultati inconsistenti. Docker Compose non e�ettua alcun controllo sulla verifica
di questa condizione.

Tramite bigrafi questa proprietà è verificabile garantendo che ogni container che e�ettua una links

abbia almeno un nome di rete in comune con quelli del controllo a cui si collega. Siano c e d due
controlli relativi a due container connessi da una links, netc e netd gli insiemi dei nomi delle reti di c e d,
rispettivamente. A�nché la proprietà sia garantita deve valere: netc fl netd ”= ?. Nel bigrafo è possibile
costruire questi insiemi a partire dai nodi di tipo container.

4.4.3 Gerarchia delle reti

A fini di sicurezza potrebbe risultare necessario che nel proprio sistema, in presenza di più reti, si voglia
garantire che queste non entrino in contatto, per evitare fughe di informazioni non desiderate. Un
esempio potrebbe essere quello di una scuola. Per esempio dalla rete delle aule usate dai ragazzi non
deve essere consentito accedere alla rete degli u�ci amministrativi, mentre il viceversa è lecito.

Docker Compose non o�re nessuno strumento per attuare una simile verifica. Tramite modello
bigrafico è possibile e�ettuare questo controllo. Nella sezione 6.2.2 viene presentato un algoritmo che
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And composition is another bigraph

• Composition of containers (as 
done by docker compose)  
  = 
composition of corresponding 
bigraphs inside the 
deployment bigraph  
• Encoding is “functorial” 

• The model of a running 
application is a bigraph 
obtained by composing the 
bigraphs of the components

22 4. Formalizzazione dei Container come Bigrafi diretti con località
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Figura 4.6: Il bigrafo dopo la composizione.

svolge questo tipo di analisi a partire da un bigrafo modellante un file di configurazione di Docker
Compose.
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Application: safety checks on the configuration

When represented as bigraphs, 
systems can be analysed using tools 
and techniques from graph theory 
 
Simple example: 
• Valid links: “if a container has a 

link to another one, then the two 
containers must be connected by at 
least one network” 
• Corresponds to a simple 

constraint on the deployment 
bigraph

lmysql lmysql
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garantire che queste non entrino in contatto, per evitare fughe di informazioni non desiderate. Un
esempio potrebbe essere quello di una scuola. Per esempio dalla rete delle aule usate dai ragazzi non
deve essere consentito accedere alla rete degli u�ci amministrativi, mentre il viceversa è lecito.
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Application: Network separation (no information leakage)

• assume that networks (or volumes) have assigned different security 
levels (e.g “public < guests < admin”, “back < front”). 
• Security policy we aim to guarantee (akin Bell-LaPadula): 
• “Information from a higher security network cannot leak into a 

lower security network, even going through different containers”

4.4. Proprietà di consistenza 23
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Figura 4.6: Il bigrafo dopo la composizione.

svolge questo tipo di analisi a partire da un bigrafo modellante un file di configurazione di Docker
Compose.

front > back
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Application: Safe network separation
• Can be reduced to a reachability problem on an auxiliary graph representing read-write 

accessibility of containers to resources 

• The r/w accessibility graph is easily derived from the bigraph of the system 

• Security policy is reduced to the property: “For each pair of resources m,n  such that n < m, 
there is no path from n to m” (i.e., n cannot access m) 

• If this is the case, the configuration respects the security policy. Otherwise, an 
information leakage is possible

4.4. Proprietà di consistenza 23
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Compose.

front > back

front       datavolume       back

wp               db               pma
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DBCChecker [Altarui, M., Paier, 2023]

A tool aiming to verify security properties of systems 
obtained by composition of containers 

4 - Modeling and Verifying Container-based Applications - 2
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DBCChecker

• Input:  
• a configuration of a container-based system (in JBF - JSON Bigraph Format) 
• for each container, an abstract description of the interaction on its interface 

(“contract”) 
• Global properties to be checked 

• Output: a model for the global system, verifiable in some backend (here, ProVerif)

DBCChecker
System description 

Container contracts

Global properties to check

.pv Proverif
OK

KO, trace

Bigraphs are 
used inside here

4 - Modeling and Verifying Container-based Applications - 2
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JSON Bigraph Format (JBF)

• Based upon the standard 
JSON Graph Format (JGF). 
• Uses metadata objects to 

describe the signature and 
other specific information 
of directed bigraphs. 
• This allows us to 

describe the properties 
that do not fit in JGF, 
without modifying the 
format

JSON Bigraph Format (JBF)

Based upon the standard
JSONGraph Format.

Usesmetadata objects to
describe the signature and
other speci�c informations
of directed bigraphs.

An extension to the JBF
speci�cation is needed to
describe the properties that
do not �t in JGF.

� {

� "graph": {

� "nodes": {

� "NodeName": {

� "metadata": {

� "type": "type"

� },

� "label": "label"

� }

�� },

�� "edges": [

�� {

�� "source": "sourceNode",

�� "relation": "relation",

�� "target": "targetNode",

�� "metadata": {

�� "portFrom": "portFrom",

�� "portTo": "portTo"

�� }

�� },

�� {

�� "source": "sourceNode",

�� "relation": "relation",

�� "target": "targetNode",

�� "metadata": {

�� "portFrom": "portFrom",

�� "portTo": "portTo"

�� }

�� }

�� ],

�� "type": "type",

�� "metadata": {

�� "signature": [

�� {

�� "name": "name",

�� "arityOut": 1,

�� "arityIn": 1

�� }

�� ]

�� }

�� }

�� }

DBCChecker: a container checking tool Paier M. — IMT School for Advanced Studies 4/13
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A basic example: secure handshake

• Two containers, “client” and “server” 
• Global property to check: confidentiality of message s

A basic example

Let us consider a very simple handshake protocol between two containers, a clientA
and a serverB, over a shared channel.

Global property to check: con�dentiality of s.

#0clientA serverB

clientA serverB

pkA

AEnc(pkA, Sig
n(skB, (pkB

, k)))

SEnc(k, s)

DBCChecker: a container checking tool Paier M. — IMT School for Advanced Studies 6/13

#0clientA serverB

4 - Modeling and Verifying Container-based Applications - 2
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A basic example: secure handshake: contracts

A basic example: contracts

� "clientA": {

� "metadata": {

� "type": "node",

� "control": "1on0",

� "params": ["pkA:pkey", "skA:skey",

"pkB:spkey"],

� "behaviour": "!(out (#0+, pkA);

in (#0+, x : bitstring);

let y = adec(x, skA) in

let (=pkB, k : key) = checksign(y,

pkB) in

out (#0+, senc(s, k))).",

� "attribute": ""

� },

� "label": "clientA"

�� }

� "serverB": {

� "metadata": {

� "type": "node",

� "control": "1on0",

� "params": ["pkB:spkey", "skB:sskey"],

� "behaviour": "!(in(#0+, pkX : pkey);

new k : key;

out(#0+, aenc(sign((pkB, k), skB),

pkX));

in(#0+, x : bitstring);

let z = sdec(x, k) in 0 ).",

� "attribute": ""

� },

� "label": "serverB"

�� }
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A basic example: secure handshake: analysis result
A trace has been found.

Honest Process Attacker

{1}new skA_2
{2}new skB_2

~M = pk(skA_2)

~M_1 = spk(skB_2)

! !

Beginning of process serverBBeginning of process clientA

~M_2 = pk(skA_2)

pk(a_1)

{17}new k_2

~M_3 = aenc(sign((spk(skB_2),k_2),skB_2),pk(a_1))

aenc(adec(~M_3,a_1),~M) = aenc(sign((spk(skB_2),
k_2),skB_2),pk(skA_2))

~M_4 = senc(s,k_2)

The attacker has the message sdec(~M_4,2-proj-2-tuple(
getmess(adec(~M_3,a_1)))) = s

#0clientA serverB

A basic example

Let us consider a very simple handshake protocol between two containers, a clientA
and a serverB, over a shared channel.

Global property to check: con�dentiality of s.

#0clientA serverB

clientA serverB

pkA

AEnc(pkA, Sig
n(skB, (pkB

, k)))

SEnc(k, s)
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A slightly more advanced example: reconfiguration

• Two containers are communicating over a private channel.  
• Global property to check: confidentiality of data. 
• The system is secure (because the network is internal). 
• But if we add another container, the property may not be 

preserved

#0

client server

#0

client server logger#1
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Reconfiguration: contracts

#0

client server

A slightly more advanced example: contracts

� "client": {

� "metadata": {

� "type": "node",

� "control": "1on0",

� "properties": {

� "params": [],

� "behaviour": "new

data:bitstring;

out(#0-, data).",

� "events": [],

� "attribute": ""

�� }

�� },

�� "label": "client"

�� },

� "server": {

� "metadata": {

� "type": "node",

� "control": "1on0",

� "properties": {

� "params": [],

� "behaviour": "in(#0-,

data_received:bitstring).",

� "events": [],

� "attribute": ""

�� }

�� },

�� "label": "server"

�� },

� "logger": {

� "metadata": {

� "type": "node",

� "control": "2on0",

� "properties": {

� "params": [],

� "behaviour": "in(#0-,

data_toLog:bitstring);

out(#0-,

data_toLog);

out(#1+,

data_toLog).",

� "events": [],

� "attribute": ""

�� }

�� },

�� "label": "logger"

�� },
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Reconfiguration: analysis result
A trace has been found.

Honest Process Attacker

Beginning of process behaviour_logger Beginning of process behaviour_client
{4}new data_1 Beginning of process behaviour_server

data_1

data_1

~M = data_1

The attacker has the message ~M = data_1
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System modification = Bigraphic rewriting
• So far, bigraphs have been used to represent the connection configuration of a 

containerized system 
• Connections and positions of elements of a system can change at run-time 

(connections, services requests between processes…) 
• Bigraphic models represent these dynamics by means of rewriting rules 
• A rule can replace/move nodes, change connections, etc…

HOW A SYSTEM MAY RECONFIGURE . . . . . .

L

A

K

M

. . . and how it
reconfigures

A pattern . . .

A REACTION RULE
A

L

A

K

7

. . . . . . AND THE NEW CONFIGURATION

A

M

. . . and how it
reconfigures

A pattern . . .

A REACTION RULE

L

A

K

A

8
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Container system evolution: by means of rewriting rules

• A LDB Reactive System (LDBRS) is defined by a set of rules 
• Given a starting configuration (= a ground bigraph), a LDBRS 

induces a labelled transition system (LTS), where 
• States = reachable configurations by means of rewritings 
• Labels = rules applied in the rewritings (= actions)

S0 S1 S2

S3

S4

…
R1 R1

R2

R1

R1

R3
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Container system evolution: by means of rewriting rules

• Over this LTS we can verify many properties by model checking, e.g.: 
• reachability and planning  
• safety properties ("bad things don't happen”) 
• liveness properties ("good things do happen”) 

• We can verify these properties before actually applying the changes, 
or to plan the correct sequence of changes

S0 S1 S2

S3

S4

…
R1 R1

R2

R1

R1

R3
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Dynamic properties: System’s runtime

• Rules can represent runtime dynamics 
• Example: connection request / connection accepted 

• The induced LTS represent different states that the system can reach at runtime 
• Over this LTS we can verify usual temporal properties (liveness, fairness), e.g. 

• Eventual success of service request 
• Temporal security guarantees, eg: “if a process reads from X then it cannot 

write on any Y whose security level is less than X’s”
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Figura 4.2: Regole di riscrittura

4.2 Rappresentazione grafica

4.2.1 Esempio di rappresentazione grafica singolo Container

Il bigrafo:

C : È(?+
,?≠), ({l

in
1 , l

in
2 , s1, s2}+

, {r1}≠)Í æ È(?+
,?≠), ({l

out
1 , l

out
2 , n1, n2, v}+

, {C, p1, p2, p3}≠)Í

assume la rappresentazione in figura 4.3.

4.2.2 Esempio rappresentazione grafica compositore

Il bigrafo:

C : È(?+
,?≠), ({net}+

, {C1, p1}≠), ({net, vol}+
, {C2}≠), ({net}+

, {C3, p2}≠)Í

æ È(?+
,?≠), ({net, vol}+

, {C1, C2, C3, p
Õ
1, p

Õ
2}≠)Í

assume la rappresentazione in figura 4.4.

4.3 Esempio di traduzione

Si osservi docker-compose.yml del codice 4.1. Il suo bigrafo equivalente è descritto dalla composizione
dei bigrafi wp, db, pma e cmps:
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Dynamic properties: System’s reconfiguration

• Rules can represent system reconfiguration (static or dynamic), such as: 
• Container replacement / update (e.g. library/code upgrade) 
• Horizontal scaling: 

• The induced LTS represent different configurations of the system 
• “Temporal” safety invariants = stability under reconfiguration

1

service

0

11

service

0

loadbalancer loadbalancer

server server server
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Summary

• Proposed a bigraph-based formal model for container-based 
systems 
• Captures logical connections of components and processes, 

nesting of components, composition of containers 
• Basis for tools and for theoretical results  
• Applicable for, e.g., static analysis of container systems 
• Implemented prototype checker tool (using ProVerif as backed) 
• To do: 
• Integrate with runtime monitoring 
• Configuration synthesis or refinement (e.g. by rewriting rules 

which fix security policy violation)
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